[bookmark: _Toc514844113][bookmark: _Toc514844351][bookmark: _Toc514852214][bookmark: _Toc516132378][bookmark: _Toc519496219][image: C:\Users\Alex\AppData\Local\Microsoft\Windows\INetCache\Content.Word\logoss.png]



















TSA Disclosure Statement
 
Time Stamp Authority (TSA) Disclosure Statement for QSIGN SRL
[image: ]












QSIGN S.R.L.

Str. Drumea Radulescu, nr. 26, district 4, Bucharest, Romania

Email : info@qsign.ro | Telefon : +40.724.167.333









	[bookmark: _Hlk536359931]Organization

	QSIGN S.R.L.

	 
	 
	 
	 
	 
	 

	Operating Procedure ID
	Version No.
	Effective Date

	DS-TSA-EN
	1.1
	01.10.2025



Authorship and Approval
	Name
	Role
	Action Date
	Signature

	Trandafirescu Alexandru
	Auditor
	
	[image: ]

	
	
	
	

	
	
	
	

	
	
	
	



Document Revision History
	Version No.
	Action Date
	Summary of Revisions

	1.0
	08.01.2024
	-

	1.1
	01.10.2025
	QSIGN SRL

	
	
	




Table of Contents
1.	Introduction	1
2.	Provider & Contact Details (legal entity, repository URLs)	1
3.	Service Description & Scope (qualified TSA; link to CP/CPS)	2
4.	Policy OIDs & TSU Certificate Info (CPS pointer, AIA/OCSP/CDP)	3
5.	Permitted Use & Reliance	4
5.1.	Obligations of Subscribers	4
5.2.	Obligations of Relying Parties	4
6.	Accuracy & Time Source (UTC traceability, declared accuracy)	5
7.	Algorithms & Profiles (accepted hashes; ESSCertIDv2 note)	6
8.	Availability & Support (SLA/maintenance windows)	7
9.	Privacy, Fees/Refunds, Liability & Insurance	8
10.	Complaints & Dispute Resolution	9
11.	Trust Marks, Audit & Qualified Status	9
12.	Amendments, Versioning & Controlling Language	10


1. [bookmark: _Toc210045982]Introduction
This TSA Disclosure Statement (DS-TSA) summarizes the public terms, capabilities, and reliance information for the QSIGN Time-Stamping Authority (TSA) that issues RFC 3161 Time-Stamp Tokens (TSTs). It is intended for Subscribers, Relying Parties, auditors, and authorities to understand the service at a glance.
This TSA-DS does not replace the controlling policy documents. The authoritative requirements and detailed practices are set out in the QSIGN TSA CP/CPS (and related service Terms & Conditions). In the event of any inconsistency, the CP/CPS prevails. Qualified status under eIDAS is determined by the competent Supervisory Authority and publication on the EU Trusted List (EUTL).
Scope. RFC 3161 TSTs issued by QSIGN Time-Stamping Units (TSUs) using certificates with EKU id-kp-timeStamping under the policy OID(s) disclosed in this statement and in the TSU certificate(s) published in the Repository.
Version & effective date. Version 1.1, effective 01.10.2025. Historic versions and the change log are available in the Repository.
Controlling language. English (a Romanian translation is provided for convenience).

2. [bookmark: _Toc210045983]Provider & Contact Details (legal entity, repository URLs)
Legal entity (TSP/TSA operator).
QSIGN SRL (organizationIdentifier: VATRO-45572533)
Registered address: Str. Drumea Rădulescu nr. 26, Sector 4, București, Romania
Time zone: Europe/Bucharest (EET/EEST)
Repository (public information).
https://repo.qsign.ro  — TSA CP/CPS, policy OID disclosures, TSU certificate(s) and issuer chain, CRL/OCSP pointers, accuracy statement, algorithm profiles, rollover/maintenance notices, and historic versions.
Email: info@qsign.ro | Phone:  +40.724.167.333
Supervisory Authority (Romania).
Autoritatea pentru Digitalizarea României (ADR) — competent authority for eIDAS trust services. QSIGN’s qualified status (where applicable) is referenced on the EU Trusted List (EUTL) – Romania.

Where to find TSU/chain & status URLs.
The current TSU certificate(s), issuing-CA certificate(s), OCSP/CRL endpoints, and the CPS pointer (id-qt-cps) are published in the Repository alongside policy OID(s).








3. [bookmark: _Toc210045984]Service Description & Scope (qualified TSA; link to CP/CPS)
Service type. QSIGN operates a Time-Stamping Authority (TSA) that issues RFC 3161 Time-Stamp Tokens (TSTs). A TST provides cryptographic proof that specific data (the messageImprint) existed at or before the asserted genTime. TSTs are signed by dedicated Time-Stamping Units (TSUs) whose certificates contain EKU id-kp-timeStamping and the applicable policy OID(s).
Qualified status. The service is operated to meet eIDAS requirements for qualified electronic time stamps. Actual qualified status is determined by the competent Supervisory Authority and publication on the EU Trusted List (EUTL) for Romania. The controlling requirements and practices are defined in the QSIGN TSA CP/CPS.
How it works
The requester hashes data locally and submits an RFC 3161 request (hash + optional nonce).
The TSU returns a signed TST containing: genTime (UTC), serialNumber, the policy OID, optional ordering, and ESSCertIDv2 (linking to the signer cert).
No subscriber identity is embedded in TSTs. Tokens are detached; verification is performed against the same data hash.
TSTs are immutable (no renewal/modification). TSU/issuer status is provided via CRL/OCSP.
Interfaces & access
Public RFC 3161 endpoint (subject to fair-use/rate limits).
Managed/API access (contracted), using client authentication (e.g., mTLS/API key), quotas, and SLAs. Production/test endpoints and any usage limits are published in the Repository.
What’s out of scope. The TSA does not assert a person’s identity, authorization, or the truth of content; it does not provide time distribution to devices. Reliance must follow the permitted use, accuracy, and algorithm limits stated in this Statement and the CP/CPS (see sections 5–7).
References
Controlling policy: QSIGN TSA CP/CPS (see Repository).
TSU/chain & status URLs, policy OID(s): published in section 4 of this Statement and in the Repository.
Accuracy & UTC traceability: section 6.
Algorithms & profiles: section 7.

2

2

4. [bookmark: _Toc210045985]Policy OIDs & TSU Certificate Info (CPS pointer, AIA/OCSP/CDP)
4.1 Policy OIDs (as present in the TSU certificate)
ETSI TSA policy OID: 0.4.0.194112.1.7
QSIGN TSA policy OIDs: 1.3.6.1.4.1.59019.1.421.1, 1.3.6.1.4.1.59019.1.421.2, 1.3.6.1.4.1.59019.1.421.3
CPS/Policy pointer (id-qt-cps): https://repo.qsign.ro/cpp-tsa-en.pdf

4.2 TSU certificate (active signer for TSTs)
Subject: 2.5.4.97=VATRO-45572533, CN=QSIGN TSA 2025, O=QSIGN SRL, C=RO
Issuer: 2.5.4.97=VATRO-45572533, CN=QSIGN Qualified 2025 CA, O=QSIGN SRL, C=RO
Validity (UTC): NotBefore 2025-09-23 16:44:30, NotAfter 2026-12-17 16:44:30
Public key: RSA 2048
KeyUsage (critical): digitalSignature = TRUE (others FALSE)
ExtendedKeyUsage (critical): timeStamping (1.3.6.1.5.5.7.3.8) only
BasicConstraints (critical): CA=FALSE
CertificatePolicies: as listed in 4.1 (non-critical, each with CPS pointer)

4.3 Chain & status endpoints
AIA/OCSP: http://ocsp.qsign.ro/ca-q-2025/
AIA/caIssuers (issuing-CA cert): https://repo.qsign.ro/certs/ca-q-2025.crt
CRL (CDP): https://crl.qsign.ro/ca-q-2025.crl

4.4 Issuing CA & Root (for verifiers)
Issuing CA: CN=QSIGN Qualified 2025 CA, O=QSIGN SRL, C=RO
Root CA: CN=QSIGN ROOT CA 2025, O=QSIGN SRL, C=RO (self-signed)

4.5 Verification note (for relying parties)
Accept TSTs only when: the TSU chain builds to a trusted QSIGN anchor; status (CRL/OCSP) of the issuing CA/TSU is good; the TST’s policy OID matches one of the OIDs above; and the ESSCertIDv2 in the TST matches this TSU certificate.

5. [bookmark: _Toc210045986]Permitted Use & Reliance
A QSIGN Time-Stamp Token (TST) provides cryptographic proof that a specific messageImprint (hash of data supplied by the requester) existed at or before the asserted genTime. A TST does not assert a person’s identity, authority, or the truthfulness of content. Reliance must stay within the declared accuracy, algorithm/profile limits (see sections 6–7), and the reliance limit/caps in the applicable service Terms & Conditions.

Permitted use (examples).
Long-term validation of electronic signatures/seals (e.g., AdES/QES LTV).
Evidencing existence and integrity of documents, records, code, logs, datasets.
Evidencing publication/versioning events (e.g., policies, CRL/OCSP snapshots).

Prohibited use (examples).
Asserting identity, authorization, or the truth of data.
Applying a TST to different data than was hashed, or modifying any part of a TST.
Reliance beyond declared accuracy, algorithm, or policy OID scope, or contrary to the reliance limits/caps.

Reliance limit. 
Unless a different limit is expressly published in the service policy/contract, QSIGN’s aggregate liability per TST/incident is capped as stated in the Terms & Conditions. Where no cap is published, reliance is limited to reasonable direct loss proven and subject to exclusions.
5.1. [bookmark: _Toc210045987]Obligations of Subscribers
· Hash locally. Compute the messageImprint on your side; do not send raw data. Use only accepted algorithms (see section 7).
· Nonce recommended. Include a nonce to prevent replay/mis-binding.
· Check the response. On receipt, verify that the TST: (i) is well-formed and signed; (ii) carries an accepted policy OID (see section 4); (iii) includes ESSCertIDv2 referencing the signer; and (iv) matches your messageImprint. Discard and re-request if any mismatch occurs.
· Keep evidence. Retain the original data, the TST, and (where available) a validation record for your evidential needs.
· Protect access. Keep portal/API credentials (mTLS keys, API tokens, MFA) secure; respect rate/usage limits and fair-use rules.
· Don’t repurpose. Do not use the TSA as a device time source or as a substitute for certificate/status checks required for signatures/seals.
· Report issues. If you suspect credential misuse or receive an anomalous TST, notify QSIGN promptly via the security contact.
5.2. [bookmark: _Toc210045988]Obligations of Relying Parties
Before relying on a TST, you must perform at least the following checks and retain appropriate evidence:
a) Build a valid chain from the TSU certificate to a trusted QSIGN anchor (see section 4).
b) Status check the issuing CA/TSU certificate via CRL/OCSP. Do not rely if revoked/unknown.
c) Verify the TST signature and the ESSCertIDv2 reference to the signer certificate.
d) Confirm policy OID acceptance (one of the OIDs listed in section 4).
e) Recompute the messageImprint over the data at issue and confirm it matches the TST.
f) Check genTime is within the declared accuracy (section 6) and appropriate for your use case; consider the ordering flag if your process depends on issuance order.
g) Algorithms & profiles. Ensure the TST and your verification use currently acceptable algorithms (section 7) and that no deprecated suite is relied upon for new evidence.
h) Scope & caps. Rely only within the stated purpose and reliance limits/caps; consult the QSIGN Repository for notices (e.g., rollover or security advisories).
i) Keep validation evidence (TST, inputs, verification results, chain/status artifacts) proportionate to transaction risk and retention needs.

If any mandatory check fails—or if a repository notice indicates a material risk—you should not rely on the TST for that transaction.
6. [bookmark: _Toc210045989]Accuracy & Time Source (UTC traceability, declared accuracy)
6.1 Declared accuracy and UTC traceability
QSIGN declares that the genTime asserted in each TST is within ≤ 1 second of UTC under normal operating conditions.
UTC traceability is achieved via multiple, independent trusted time sources and continuous monitoring; measurement evidence is retained per the retention policy.

6.2 Time-source architecture (overview)
Primary sources: authenticated NTP/PTP feeds disciplined by GNSS/UTC(k) references from independent providers.
Distribution: hardened, segmented time-distribution to TSUs (no direct internet to HSMs), with secure synchronization and jitter controls.
TSU clocks: TSU systems maintain high-stability local clocks; HSM signing uses system time only after synchronization health checks pass.

6.3 Monitoring, measurement & alarms
Continuous measurement of offset to UTC and drift; thresholds trigger alarms, automatic failover, or issuance halt until sync is restored.
All offsets, alarms, failovers, and operator actions are audit-logged and time-stamped; monthly accuracy summaries are available on request.

6.4 Loss of sync & holdover
If the measured offset approaches the declared accuracy limit or sources disagree, the TSU enters holdover or stops issuing TSTs until healthy sync returns.
Holdover duration and permitted maximum drift are defined in runbooks; issuance resumes only after thresholds are met and checks pass.

6.5 Ordering
TSTs set ordering=TRUE, meaning serial numbers reflect issuance order. Ordering is enforced per active TSU; across key rollovers, serial and time remain monotonic.

6.6 Known limitations (UTC specifics)
UTC/Leap seconds: TST genTime is encoded in UTC (GeneralizedTime, “Z”). Leap-second handling follows platform best practice; any vendor “smearing” is bounded by the declared accuracy.
DST/time zones: Not applicable—UTC only is asserted in TSTs.

6.7 Publication & evidence
QSIGN publishes the declared accuracy, TSU certificate(s), and status endpoints (OCSP/CRL) in the Repository.

Accuracy measurement records and synchronization evidence are retained for audit and dispute resolution and may be shared under confidentiality.

6.8 Relying party note
Relying Parties should confirm that genTime is suitable for their use case (within ≤ 1 second of UTC as declared) and retain validation evidence (TST, verification outputs, chain/status artifacts) proportionate to risk.
7. [bookmark: _Toc210045990]Algorithms & Profiles (accepted hashes; ESSCertIDv2 note)
General. QSIGN aligns cryptographic choices with ETSI TS 119 312. Accepted algorithms may evolve; deprecations and migration timelines are posted in the Repository. Verification must also follow the checks in article 5.2.

7.1 Accepted messageImprint (hash) algorithms
Allowed (current):
SHA-256 — 2.16.840.1.101.3.4.2.1 (recommended)
SHA-384 — 2.16.840.1.101.3.4.2.2
Rejected: SHA-1, MD5, or any algorithm not listed above.
Requester duty: Hash must be computed locally; raw data is never sent to the TSA.

7.2 TST signature (TSU signer) algorithms
Current profiles supported by QSIGN TSU(s):
RSA with SHA-256 (PKCS#1 v1.5): 1.2.840.113549.1.1.11
RSA-PSS with SHA-256/384 (where applicable): 1.2.840.113549.1.1.10 (MGF1 with same hash, saltLen = hashLen)
ECDSA with SHA-256/384 (where applicable): 1.2.840.10045.4.3.2 / …4.3.3
Exact suite in a given TST is determined by the active TSU certificate/key. When suites change (e.g., key rollover), notices are posted (article 5.6 of CP/CPS).

7.3 TST structure & mandatory attributes (profile)
Format: RFC 3161 Time-Stamp Token (CMS SignedData).
Signer reference: ESSCertIDv2 (RFC 5816) mandatory in signedAttributes (hash = SHA-256 unless stronger is used).
Policy: policy field present with a QSIGN-accepted TSA policy OID (see article 4.1).
Time: genTime in UTC (GeneralizedTime, “Z”); see accuracy in article 6.
Nonce: echoed when supplied by requester (recommended).
Ordering: ordering = TRUE (QSIGN issues serials in chronological order).
Serial number: unique per TSU; monotonically increasing.
Message imprint: algorithm OID + hash must match the requester’s input.
Accuracy field: included in TST with a value consistent with article 6 (≤ 1 s).
Unsigned attributes: not used unless explicitly documented in the Repository.

7.4 TSU certificate profile (summary for verifiers)
EKU: timeStamping (1.3.6.1.5.5.7.3.8) only (critical).
KeyUsage: digitalSignature / contentCommitment (critical); CA=FALSE (critical).
Policies: certificatePolicies contains the TSA policy OID(s) listed in article 4.1 and a CPS pointer to this TSA CP/CPS/PDS.
AIA/CDP: OCSP/CRL and issuer-cert URLs present (see article 4.3).
(Full X.509 details are in the CP/CPS article 7.1; this summary is for quick validation.)

7.5 Algorithm lifecycle & deprecation
QSIGN monitors standards and will deprecate algorithms that become inadequate (e.g., phase-out older RSA/curves or hashes).
Deprecations are announced in the Repository with timelines, cut-over dates, and migration guidance.

Older TSTs remain verifiable using archived TSU/CA public keys and status data retained per article 5.5 of the CP/CPS.

7.6 Size & format limits
Max request size: per interface spec (hash-only; typical RFC 3161 request sizes < 10 KB).
Max response size: varies with signer and attributes; typical < 10–15 KB.
Oversized or malformed requests are rejected with an RFC 3161 error code.

7.7 Interoperability notes
Verifiers should implement RFC 3161 + RFC 5816 (ESSCertIDv2), CMS (RFC 5652), and X.509/RFC 5280 path validation.
Treat unknown/unsupported algorithms as validation failures.
Keep validation software current with QSIGN’s published algorithm notices.
8. [bookmark: _Toc210045991]Availability & Support (SLA/maintenance windows)
8.1 Service availability targets
TSA issuance API (RFC 3161): target ≥ 99.5% monthly availability.
Repository (policies, TSU/chain, notices): target ≥ 99.9% monthly.
Availability is measured at the service edge (QSIGN ingress) using continuous probes. Results exclude the exclusions in article 8.4.

8.2 Maintenance windows
Planned maintenance: typically Saturdays 22:00–02:00 EET/EEST; announced ≥ 72 hours in advance in the Repository.
Change freezes apply during high-risk periods (e.g., public holidays, major elections) unless urgent security work is required.
Emergency maintenance: performed only to mitigate security/stability risks; notice posted as soon as practicable.

8.3 Redundancy & continuity
TSUs run in active/standby (or N+1) with geographical redundancy.
Loss of time synchronization triggers holdover or issuance halt (see article 6).
CA status services (OCSP/CRL) for the issuing CA are operated per the CA CP/CPS; QSIGN mirrors links in the Repository.

8.4 Exclusions from SLA measurement
Announced planned maintenance (article 8.2).
Force majeure events (e.g., large-scale Internet or power failures, natural disasters).
Failures in customer networks, devices, or client software, or upstream dependencies not operated by QSIGN.
Abuse mitigation actions (e.g., rate limiting during DDoS) and customer breaches of fair-use or security obligations.

8.5 Incident handling & communications
24×7 monitoring with on-call response.
Critical incidents: initial notice in the Repository (and, where appropriate, email to registered admins) as soon as practicable; updates provided until resolution with a final post-incident summary.
Security issues follow the incident process in the CP/CPS; evidence is retained per the records policy.

8.6 Support & escalation
General support: info@qsign.ro
(business hours: Mon–Fri, 09:00–18:00 EET/EEST).




8.7 Fair-use & rate limits
QSIGN enforces per-client quotas and rate limits to protect service stability. Limits are disclosed in the Repository or contract and may be adjusted during abnormal traffic patterns.

8.8 Status & historical reports
Current status, planned work, algorithm/rollover notices, and historic availability summaries are posted in the Repository.
9. [bookmark: _Toc210045992]Privacy, Fees/Refunds, Liability & Insurance 
9.1 Fees, taxes & refunds
Fees. Public RFC 3161 access may be free under fair-use; managed/API plans are paid per the price schedule or contract published in the Repository.
Taxes. Prices are exclusive of VAT. Romanian VAT applies where required; intra-EU B2B may follow reverse-charge rules.
Refunds/credits. Service credits or pro-rata refunds (if any) are granted only as defined in the Terms & Conditions or contract. Credits are not damages and do not increase liability caps.
Changes. QSIGN may update fees on notice; existing fixed-term contracts are unaffected until renewal unless otherwise agreed.

9.2 Data protection & confidentiality (GDPR)
Roles. For account/onboarding, billing, security logs, and support, QSIGN is the data controller. QSIGN does not process the content being time-stamped; requesters send only the messageImprint (hash).
Purposes & legal bases. (a) Contract (Art. 6(1)(b) GDPR): provide TSA service to managed/API customers; (b) Legitimate interests (Art. 6(1)(f)): protect the service (security monitoring, abuse mitigation, logging); (c) Legal obligation (Art. 6(1)(c)): eIDAS/ETSI evidence, incident reporting.
Data categories. Account/admin identifiers, organization details, technical logs (timestamps, IPs, client-auth metadata, error codes), support tickets. TSTs contain no subscriber identity.
Retention. Evidence/operational records are retained for the periods stated in the CP/CPS article 5.5 (and any statutory minimums).
Disclosures. On a need-to-know basis to audited subcontractors (e.g., hosting/HSM), Conformity Assessment Body, Supervisory Authority, competent courts/regulators, and as required by law. No sale of personal data.
Transfers. If data leaves the EEA, QSIGN uses a valid transfer mechanism (e.g., SCCs) and additional safeguards.
Confidentiality. Personnel and subcontractors are bound by confidentiality obligations; access is role-based and logged.

Data subject rights. Access/rectification/erasure/restriction/objection/portability per GDPR; contact privacy/DPO at [dpo@qsign.ro
] (or the address in article 2). Complaints may be lodged with the Romanian Data Protection Authority (ANSPDCP).

Security. Technical/organizational measures follow the CP/CPS (facility, operational, and HSM controls in chapters 5–6).

9.3 Liability & insurance (summary)
Reliance limits. Reliance on a TST is limited to the permitted uses and accuracy/algorithm scope stated here and in the CP/CPS; aggregate liability is capped per the Terms & Conditions/contract.
Exclusions. No liability for indirect/consequential loss, lost profits, third-party systems/QSCDs, or use outside policy/validation rules.
Insurance. QSIGN maintains appropriate professional liability/technology insurance for its trust services; details available on request or in the Repository.
Precedence. If a commercial agreement sets stricter remedies/caps, that agreement controls for that Subscriber.



9.4 Security & incident notification (eIDAS overview)
Monitoring & response. QSIGN operates 24×7 monitoring and an incident response process covering detection, containment, recovery, and post-incident review (see article 8.5 and CP/CPS article 5.7).
Regulatory notices. Significant incidents are notified to the competent Supervisory Authority under eIDAS within required timeframes; QSIGN cooperates with audits and investigations.
Customer notices. Where an incident materially affects the TSA service or could impact reliance, QSIGN posts Repository notices and, for managed/API customers, may notify registered contacts.
Status services. If a TSU/CA status is affected, QSIGN publishes timely CRL/OCSP updates and guidance (see article 4.3, article 7).
Minimization. Design choices (no raw data ingestion; TSTs without subscriber identity) reduce personal-data exposure in incidents.
10. [bookmark: _Toc210045993]Complaints & Dispute Resolution 
10.1 Submitting a complaint
Send complaints to infot@qsign.ro
10.2 Escalation
If unresolved, escalate to alex@qsign.ro
10.3 Supervisory Authority
If you believe the matter concerns compliance with eIDAS trust-service obligations, you may also contact Romania’s competent Supervisory Authority (Autoritatea pentru Digitalizarea României – ADR). QSIGN cooperates with the Supervisory Authority and Conformity Assessment Body as required by law.
10.4 Evidence handling
QSIGN preserves relevant audit logs, issuance records, accuracy/synchronization evidence, and status publications related to the complaint and may request additional artifacts (e.g., your computed hash, the received TST, chain/status snapshots) to investigate.
10.5 Governing law and jurisdiction
This Statement and any dispute arising from it are governed by the laws of Romania (together with directly applicable EU law). The competent courts of Bucharest, Romania have exclusive jurisdiction, unless mandatory law provides otherwise.
10.6 Language of proceedings
All dispute-resolution steps (including any mediation/arbitration) and any court or administrative proceedings shall be conducted in Romanian. Translations may be provided for convenience; Romanian prevails.
11. [bookmark: _Toc210045994]Trust Marks, Audit & Qualified Status
11.1 Qualified status (authoritative source)
QSIGN’s qualified electronic time-stamping service is listed—when in force—on the EU Trusted List (EUTL) – Romania under the competent Supervisory Authority. The EUTL entry is the authoritative record of qualified status and its scope. A change to that entry (grant, suspension, withdrawal) overrides any marketing or third-party directory.

11.2 Conformity assessment (CAB)
The service is assessed by an independent Conformity Assessment Body (CAB) against ETSI EN 319 421/422 and EN 319 401 (CAB competence per EN 319 403-1 / TS 119 403-2). QSIGN undergoes reassessment at the intervals required by eIDAS and publishes status changes promptly.

11.3 EU trust mark usage
QSIGN may display the EU trust mark for qualified trust services solely in connection with the qualified TSA and in the form prescribed by EU rules. The mark is not altered, combined with other logos, or used for non-qualified offerings. Any misuse by third parties is prohibited.

11.4 What we publish & where
The Repository provides:
The TSA CP/CPS, this Disclosure Statement, and policy OID(s);
Active TSU certificate(s), issuing-CA chain, OCSP/CRL pointers;
Assessment status (CAB name, coverage dates) and a public summary;
EU Trusted List reference and explanations on how to verify status;
Notices of status changes (qualification granted/suspended/withdrawn), algorithm updates, and key rollovers.

11.5 Status changes & notifications
If qualified status changes, QSIGN will: (a) update the Repository without delay; (b) inform managed/API customers via registered contacts; and (c) cooperate with the Supervisory Authority and CAB. Historic materials remain available for evidence, clearly marked as superseded.
12. [bookmark: _Toc210045995]Amendments, Versioning & Controlling Language
12.1 Amendments
QSIGN may amend this TSA Disclosure Statement to reflect service, legal, or standards changes. Amendments are published in the Repository and take effect as follows:
· Material changes (affecting duties/rights, reliance limits, OIDs, accuracy): ≥ 30 calendar days’ prior notice via Repository posting and, for managed/API customers, email to registered contacts.
· Editorial/clarificatory updates (no change to obligations/reliance semantics): effective on publication.
· Urgent security/legal updates: effective immediately; notice posted as soon as practicable.
· If there is any inconsistency between this Statement and the QSIGN TSA CP/CPS, the CP/CPS controls.

12.2 Versioning & effective date
This Statement uses semantic versioning MAJOR.MINOR.PATCH (e.g., 1.3.2). Historic versions remain available in the Repository for evidence purposes and are marked superseded.

12.3 Feedback & contact
Comments on proposed or published changes can be sent to info@qsign.ro. QSIGN reviews feedback in good faith and may incorporate clarifications in a subsequent PATCH release.

12.4 Relationship to certificates & policy OIDs
Changes to this Statement do not alter the meaning of policy OID(s) embedded in TSU certificates. Any change that would alter assurance semantics is handled in the CP/CPS and, where required, by issuing a new policy OID (see CP/CPS amendments).

12.5 Controlling language
This Statement may be provided in multiple languages. The controlling language is English for this document. (For disputes and legal proceedings, see Section 10: proceedings are conducted in Romanian.)

12.6 Document identification
Title: QSIGN TSA Disclosure Statement (DS-TSA)
Version: 1.1 Effective date: 01.10.2025
Repository URL: https://repo.qsign.ro

Supersedes: version 1.0 retain in Repository as historical)
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