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1. [bookmark: _Toc210046385]Introduction
This PKI Disclosure Statement (PDS) summarizes the public terms, capabilities, intended uses, and reliance information for QSIGN’s certificate services. It is a concise guide for Subscribers, Relying Parties, auditors, and authorities.

Scope. This PDS covers issuance and use of end-entity signing certificates for:
· Qualified electronic signatures (QCP-n, QCP-n-QSCD)
· Qualified electronic seals (QCP-l, QCP-l-QSCD)
· Advanced and Non-qualified signing/sealing certificates (natural/legal person, as published)
and the related status services (OCSP/CRL).

Document hierarchy. This PDS is an informational summary. The controlling requirements and detailed practices are in the QSIGN CP/CPS for PKI services. Commercial/contract terms (fees, caps, governing law) are in the Terms & Conditions. If there is any inconsistency: T&Cs → CP/CPS → this PDS.

Qualified status. Where applicable, qualified service status is determined by the competent Supervisory Authority and publication on the EU Trusted List (EUTL). Marketing materials do not alter that status.

Who should read this.
· Subscribers: to understand permitted/prohibited uses, acceptance, and revocation/status checks.
· Relying Parties: to understand validation requirements and reliance limits.
· Auditors/Authorities: to locate policy OIDs, chain/status URLs, and contact points.

Version & effective date. Version 1.1, effective 01.10.2025.
Controlling language. English (Romanian translation isprovided for convenience).
2. [bookmark: _Toc210046386]Provider & Contact Details 
QSIGN SRL (organizationIdentifier: VATRO-45572533)
Registered address: Str. Drumea Rădulescu nr. 26, Sector 4, București, Romania
Time zone: Europe/Bucharest (EET/EEST)
Repository (public information).
https://repo.qsign.ro  — CCP / TSA CP/CPS, policy OID disclosures, issuer chain, CRL/OCSP pointers, accuracy statement, algorithm profiles, rollover/maintenance notices, and historic versions.
Email: info@qsign.ro | Phone:  +40.724.167.333
Supervisory Authority (Romania).
Autoritatea pentru Digitalizarea României (ADR) — competent authority for eIDAS trust services. QSIGN’s qualified status (where applicable) is referenced on the EU Trusted List (EUTL) – Romania.

Where to find certificates/chain & status URLs.
The current certificate(s), issuing-CA certificate(s), OCSP/CRL endpoints, and the CPS pointer (id-qt-cps) are published in the Repository alongside policy OID(s).





3. [bookmark: _Toc210046387]Service Description & Scope
3.1 Services covered
This PDS covers issuance and use of end-entity signing/sealing certificates and related status services operated by QSIGN:
· Qualified electronic signatures (natural person): QCP-n, QCP-n-QSCD
· Qualified electronic seals (legal person): QCP-l, QCP-l-QSCD
· Advanced certificates (natural/legal person)
· Non-qualified certificates (natural/legal person, incl. NCP/NCP+)
· Status services: OCSP and CRL for the issuing CAs
Policy OID(s), issuing CA(s), and status URLs are listed in Section 4 and the Repository.

3.2 Intended purpose (high level)
Certificates are for electronic signatures (natural person) or electronic seals (legal person) in line with the applicable policy OID, KeyUsage/EKU, and the CP/CPS. They are not TLS/server, code-signing, or device auth certificates unless explicitly stated in the CP/CPS and PDS for such products.

3.3 Assurance notes (how the keys are held)
· QSCD (Qualified): QCP-n-QSCD / QCP-l-QSCD use a Qualified Signature/Seal Creation Device (local or remote-QSCD where available).
· Advanced / Non-qualified: keys may reside in software or hardware tokens/HSMs per service policy.
· Portal/remote signing: available only for Advanced / Non-qualified services. Not available for Qualified signatures/seals.

3.4 Enrollment / identification (summary)
· Qualified (QCP-n / QCP-l): identification and mandate verification per CP/CPS (e.g., in-person RA/LRA or other Qualified methods).
· Advanced / Non-qualified: identification proportional to risk; live video KYC may be used where permitted.
Details are in Section 6 (Identity Proofing Summary) and the CP/CPS.

3.5 Certificate lifecycle highlights (what you can expect)
· Issuance/acceptance: per CP/CPS; acceptance on first successful use or after the stated review window.
· Status: OCSP/CRL for the issuing CA must be checked by relying parties.
· Revocation/suspension: triggers and timelines per CP/CPS; notice via Repository.
· No key escrow for Qualified; key backup/handling per service policy.

3.6 Out of scope
This PDS does not cover time-stamping (see the TSA Disclosure Statement), nor does it alter the CP/CPS or your commercial Terms & Conditions.

3.7 References
Controlling policy: QSIGN CP/CPS (PKI)
Policy OID(s), chain files, OCSP/CRL endpoints: Section 4 / Repository
QSCD/remote-QSCD specifics: CP/CPS and product/service notices in the Repository.
2

2

4. [bookmark: _Toc210046388]Policy OIDs & Issuing CA/Chain (AIA/CRL/OCSP)
Repository (base): https://repo.qsign.ro CPS (id-qt-cps): https://repo.qsign.ro/cpp-pki-en.pdf
PDS links (in qcStatements): https://repo.qsign.ro/pds-en.pdf, https://repo.qsign.ro/pds-ro.pdf
4.1 Policy OIDs (as present in the TSU certificate)
	Service / Profile
	ETSI Policy OID (if any)
	QSIGN Policy OID

	QCP-n (Qualified, natural person)
	0.4.0.194112.1.0
	1.3.6.1.4.1.59019.1.411.1

	QCP-n-QSCD (Qualified, natural person, QSCD)
	0.4.0.194112.1.2
	1.3.6.1.4.1.59019.1.411.3

	QCP-l (Qualified, legal person / QSeal)
	0.4.0.194112.1.1
	1.3.6.1.4.1.59019.1.411.2

	QCP-l-QSCD (Qualified, legal person / QSeal, QSCD)
	0.4.0.194112.1.3
	1.3.6.1.4.1.59019.1.411.4

	Advanced – natural person (AdES)
	–
	1.3.6.1.4.1.59019.1.322.2

	Advanced – legal person (AdESeal)
	–
	1.3.6.1.4.1.59019.1.322.1

	Non-qualified – natural person
	–
	1.3.6.1.4.1.59019.1.321.2

	Non-qualified – legal person
	–
	1.3.6.1.4.1.59019.1.321.1



Notes:
a) Qualified profiles carry both the ETSI OID and a QSIGN OID.
b) Advanced/Non-qualified profiles carry a QSIGN OID only.
c) Each certificate also includes a CPS pointer (id-qt-cps) to the CPS URL above.

4.2 Issuing CAs (per family) & chain
Qualified profiles (QCP-*) → Issuing CA: QSIGN Qualified 2025 CA (CN)
Issuer (root): QSIGN ROOT CA 2025

Advanced / Non-qualified profiles → Issuing CA: QSIGN Advanced 2025 CA (CN)
Issuer (root): QSIGN ROOT CA 2025

Root CA (trust anchor): QSIGN ROOT CA 2025

4.3 Status & chain publication (AIA/CDP)
For Qualified (QSIGN Qualified 2025 CA):
OCSP: http://ocsp.qsign.ro/ca-q-2025/
CRL: https://crl.qsign.ro/ca-q-2025.crl
Issuer cert (caIssuers): https://repo.qsign.ro/certs/ca-q-2025.crt

For Advanced/Non-qualified (QSIGN Advanced 2025 CA):
OCSP: http://ocsp.qsign.ro/ca-a-2025/
CRL: https://crl.qsign.ro/ca-a-2025.crl
Issuer cert (caIssuers): https://repo.qsign.ro/certs/ca-a-2025.crt

Root CA certificate: https://repo.qsign.ro/certs/ca-2025.crt

4.4 Verification quick-check (for relying parties)
Before relying on a QSIGN certificate:

1) Build a valid chain to QSIGN ROOT CA 2025.
2) Check status of the end-entity and issuing CA via OCSP/CRL above.
3) Confirm policy OID matches the intended profile in 4.1.
4) Enforce KeyUsage/EKU semantics (signing/sealing only, unless otherwise stated in the CPS/PDS).
5) Retain validation evidence proportionate to risk (certs, chain, OCSP/CRL snapshots, validation results).
5. [bookmark: _Toc210046389]Permitted Use & Reliance
A QSIGN certificate may be relied upon only for the purposes indicated by its policy OID, KeyUsage/EKU, and the QSCD attribute (where applicable). Unless expressly stated otherwise in the CP/CPS or product terms, certificates are for electronic signatures (natural person) or electronic seals (legal person)—not for TLS, code-signing, device auth, or data encryption.

Permitted examples
QCP-n / QCP-n-QSCD: natural-person electronic signatures (QES where QSCD applies).
QCP-l / QCP-l-QSCD: legal-person electronic seals (qualified where QSCD applies).
Advanced / Non-qualified: AdES/AdESeal per service policy (not “qualified”).

Prohibited examples
Using a signing/seal certificate for TLS, code-signing, or encryption unless explicitly profiled.
Relying contrary to KeyUsage/EKU, outside the policy OID scope, or beyond stated reliance limits.
Treating Advanced/Non-qualified as “qualified,” or treating a seal as a natural-person signature (and vice-versa).

Reliance limit
Reliance is subject to the liability caps/exclusions in QSIGN’s Terms & Conditions and any product-specific service policy. If no cap is published, reliance is limited to reasonable direct loss proven, subject to exclusions.

[bookmark: _Toc210046390]5.1 Obligations of Subscribers
· Proper use. Use the certificate only for the purposes permitted by its policy OID and KeyUsage/EKU (see Section 4 and CP/CPS).
· Acceptance check. On issuance/activation, promptly verify certificate data (name fields, organizationIdentifier/serialNumber, policy OID, validity, AIA/CDP). First successful use or failure to object within the stated review window constitutes acceptance.
· Key protection. Keep private keys and activation data under your sole control (or inside the issued QSCD/remote-QSCD). Do not export/duplicate QSCD keys.
· Portal/remote signing. Available only for Advanced/Non-qualified services unless QSIGN has published a compliant remote-QSCD for Qualified.
· Mandate & accuracy (legal person). Ensure only authorized personnel use legal-person keys; keep mandate and organization data current.
· Revocation triggers. Request immediate revocation/suspension upon suspected compromise, device loss, data inaccuracy, change/loss of mandate, or misuse (follow CP/CPS timelines).
· Environment. Use trustworthy systems (patched, malware-free, time-synchronized) and up-to-date validation software.
· No misuse. Do not share credentials, circumvent rate/abuse controls, or allow third parties to use your private key.

[bookmark: _Toc210046391]5.2 Obligations of Relying Parties
Before relying on a QSIGN certificate/signature/seal, you must:

1) Build a valid chain from the end-entity certificate to a trusted QSIGN root/issuing CA (Section 4).
2) Check status of the end-entity and issuing CA via OCSP/CRL and ensure responses are timely and good.
3) Enforce policy OID & EKU. Confirm the certificate’s policy OID matches the intended profile (QCP-n / QCP-l / Advanced / Non-qualified) and that KeyUsage/EKU authorize the operation.
4) Qualified indicators. For Qualified profiles, verify QCStatements (e.g., QSCD indication where applicable) and any profile-specific fields required by the CP/CPS.
5) Signature verification. Verify the digital signature/seal over the data, including algorithm suitability and time information (e.g., trusted time-stamp for LTV when required).
6) Subject semantics. For legal-person seals, ensure the certificate identifies the organization correctly; do not infer a natural-person signature from a seal certificate.
7) Algorithm acceptance. Use only currently acceptable algorithms/profiles published by QSIGN; treat deprecated/unknown algorithms as validation failure for new transactions.
8) Retain evidence. Keep validation records (certs/chain, OCSP/CRL snapshots, signature result, relevant timestamps) proportionate to risk and retention needs.
9) Respect limits. Rely only within the purpose and liability caps/exclusions referenced above and in the Terms & Conditions.

If any mandatory check fails—or a Repository notice indicates a material risk—do not rely on the certificate or resulting signature/seal for that transaction. 

[bookmark: _Toc210046392]Identity Proofing Summary (per profile; QSCD/remote-QSCD note) 
General. QSIGN follows EN 319 411-1/-2 and the CP/CPS. Identity (and, where applicable, mandate/authority) is verified before certificate issuance. Evidence is retained per the CP/CPS.

Important note (channels).
· Portal + supervised video identification: available only for Advanced / Non-Qualified services.
· Qualified (QCP-*): in-person RA/LRA verification (or another qualified method explicitly published by QSIGN). Portal video KYC is not used for Qualified at this time. risk.

6.1 Qualified — Natural person (QCP-n, QCP-n-QSCD)
· Identity evidence (examples): national ID/passport (original), face-to-face RA check; optional second factor (eID, qualified signature, or notified eID where accepted).
· Link to certificate data: verified name elements and identifiers (e.g., serialNumber/personIdentifier) per profile.
· QSCD: keys created/held in QSCD/remote-QSCD. If physical QSCD is issued, it may be couriered after in-person validation, with split delivery of activation data (PIN/PUK) and tamper-evident controls.
· No portal video KYC (until QSIGN publishes a qualified remote method).

6.2 Qualified — Legal person (QCP-l, QCP-l-QSCD / QSeal)
· Organization evidence: official register extract (e.g., trade register/EUID/LEI), VAT/registration number, registered address.
· Representative’s authority: registry-listed representation or mandate/PoA; representative’s identity verified in person.
· Subject data: legal name and, where profiled, organizationIdentifier (e.g., NTRRO-…, VATRO-…).
· QSCD: as in 6.1, with courier after in-person validation permitted; activation data delivered out-of-band.

6.3 Advanced — Natural person (AdES)
· Identity evidence: risk-proportionate KYC; supervised video identification permitted; government ID + liveness; optional eID.
· Keys: software token, hardware token, or HSM per service policy; portal remote signing allowed.


6.4 Advanced — Legal person (AdESeal)
Organization evidence: register lookup/document; VAT/EUID/LEI as applicable.
Authority: mandate/PoA of the operator(s).
Keys: software or hardware/HSM; portal remote sealing allowed.

6.5 Non-Qualified — Natural person
Identity evidence: simplified KYC (document scan + selfie/video liveness or equivalent) as stated in service policy.
Keys: software or hardware; portal remote signing allowed.



6.6 Non-Qualified — Legal person
Organization evidence: basic register/VAT details.
Authority: mandate of operator(s) (reasonable assurance).
Keys: software or hardware; portal remote sealing allowed.

6.7 Changes & revocation
Subscribers must promptly notify QSIGN of changes (name, mandate, organization data) and request revocation/suspension where required (e.g., mandate loss, data inaccuracy, suspected compromise).

6.8 Evidence handling & privacy
Identity/mandate evidence is minimized, stored securely, and retained only for the periods in the CP/CPS and law. QSIGN processes personal data under the Privacy terms in this PDS and the CP/CPS.
6. [bookmark: _Toc210046393]Certificate Lifecycle Highlights (issuance, acceptance, revocation/status)
Overview. This section summarizes how QSIGN issues, accepts, suspends/revokes, and publishes status for certificates. Full rules are in the CP/CPS.
7.1 Issuance & acceptance
· Pre-conditions. Successful identification/mandate verification (Section 6), approved application, and proof-of-possession of the key (or QSCD key generation).
· Profiles. The certificate includes the policy OID and KeyUsage/EKU for the selected profile (Section 4).
· Delivery.
· QSCD (Qualified): key is created/held in the QSCD/remote-QSCD. If physical QSCD is used, it may be shipped after in-person validation with split delivery of activation data.
· Advanced/Non-qualified: key media per service policy (software/hardware/HSM).
· Acceptance. First successful use or no objection within the stated review window (see CP/CPS) constitutes acceptance. Report any data errors immediately for replacement.

7.2 Modification / re-issue
· No in-place edits. Material subject changes (name, organizationIdentifier, mandate) are handled by revocation and re-issue under fresh approval.
· Minor corrections follow CP/CPS rules (may still require re-issue).

7.3 Revocation & suspension
· Triggers (examples). Suspected/confirmed key compromise or device loss; data inaccuracy; mandate change/termination; misuse; court/authority order; service retirement.
· Who may request. Subscriber (or recorded admin/authorized representative); QSIGN; competent authority.
· How to request. Via portal under MFA or published emergency contacts; QSIGN provides 24×7 intake.
· Timelines. Compromise cases are processed immediately upon reasonable authentication; other cases without undue delay (targets in CP/CPS).
· Suspension (where supported). Time-limited while facts are verified. QSIGN may revoke directly for high-risk events.


7.4 Status services (relying party checks)
· OCSP/CRL. Status of end-entity and issuing CA is published via OCSP and CRL at the URLs in Section 4 (and inside AIA/CDP).
· At time of reliance. Relying Parties must check status and build a valid chain. Treat revoked/unknown/expired as not trustworthy.
· LTV. For long-term validation, embed OCSP/CRL responses and, where required, trusted time-stamps according to applicable signature formats/standards.



7.5 End of subscription / termination
· Subscriber-initiated. QSIGN disables access and revokes affected certificates where appropriate; evidence is retained per CP/CPS.
· QSIGN-initiated. Possible for breach, misuse, or non-payment per Terms & Conditions/CP/CPS. Notice is provided via the agreed channel and Repository.

7.6 Key handling & escrow note
· Qualified profiles. No key escrow. QSCD keys remain within the certified device/service; backups only as permitted by the QSCD/remote-QSCD certification.
· Advanced/Non-qualified. Backup/escrow may be available per service policy; Subscriber remains responsible for private-key protection.

7.7 Notices & publication
· QSIGN publishes revocation/suspension effects and relevant service notices in the Repository (e.g., algorithm changes, CA/TSU rollovers).
· Historic certificates and chain files remain available for evidence during the retention period.

7. [bookmark: _Toc210046394]Cryptographic & Profile Notes (KeyUsage/EKU, algorithms)
8.1 Algorithms (current acceptance)
Signature suites (end-entity): RSA-SHA256 (PKCS#1 v1.5) and, where offered, RSA-PSS/SHA-256/384 or ECDSA/SHA-256/384.
Hashing: SHA-256 (primary), SHA-384 (where offered).
Key sizes: RSA 2048–4096; EC P-256 / P-384.
Lifecycle: Algorithms may be updated/deprecated per ETSI TS 119 312; cut-over dates/notices are posted in the Repository. Older signatures remain verifiable with archived chain/status evidence.

8.2 Intended KeyUsage / EKU (by profile)
QSIGN end-entity certificates are not for TLS, code-signing, device auth, or data encryption unless explicitly stated in the CP/CPS. 

	Profile
	KeyUsage (KU)
	ExtendedKeyUsage (EKU)
	Notes

	QCP-n (Qualified, natural person)
	digitalSignature (+ contentCommitment where used)
	None (or minimal; no TLS/code)
	For natural-person signatures.

	QCP-n-QSCD (Qualified, natural person, QSCD)
	same as above
	None
	Keys held in QSCD/remote-QSCD.

	QCP-l (Qualified, legal person / QSeal)
	digitalSignature (+ contentCommitment where used)
	None
	For seals of a legal entity.

	QCP-l-QSCD (Qualified, legal person / QSeal, QSCD)
	same as above
	None
	Keys held in QSCD/remote-QSCD.

	Advanced – natural person (AdES)
	digitalSignature (+ contentCommitment where used)
	May be absent (no TLS/code)
	Remote/portal signing allowed.

	Advanced – legal person (AdESeal)
	digitalSignature (+ contentCommitment)
	May be absent
	Remote/portal sealing allowed.

	Non-qualified – natural person
	digitalSignature (+ contentCommitment)
	May be absent
	For basic signing; not “qualified”.

	Non-qualified – legal person
	digitalSignature (+ contentCommitment)
	May be absent
	For basic sealing; not “qualified”.



8.3 qcStatements (qualified profiles)
Qualified certificates include ETSI EN 319 412-5 qcStatements appropriate to the profile:
id-etsi-qcs-QcCompliance (0.4.0.1862.1.1) — present.
id-etsi-qcs-QcType (0.4.0.1862.1.6) with:
esign (…1.6.1) for QCP-n/QCP-n-QSCD;
eseal (…1.6.2) for QCP-l/QCP-l-QSCD.
id-etsi-qcs-QcSSCD/QcQSCD (0.4.0.1862.1.4) — present when QSCD is used.
Optional: id-etsi-qcs-QcLimitValue (0.4.0.1862.1.2) only if a monetary limit is explicitly set in the certificate (rare).

8.4 Subject name profile (summary)
Natural person (QCP-n / Advanced / Non-qualified): CN derived from verified name; may include givenName, surname; serialNumber/personIdentifier per profile.
Legal person (QCP-l / Advanced / Non-qualified): O = legal name; organizationIdentifier per EN 319 412-3 (e.g., national register or VAT format); optional serialNumber.
Exact attribute sets/encodings are defined in the CP/CPS and certificate profiles.

8.5 Chain, status & LTV considerations
AIA/CDP/OCSP: End-entity certs carry issuer and status URLs; Relying Parties must check status at time of reliance.
LTV: For long-term validation, embed OCSP/CRL and trusted time-stamps (e.g., RFC 3161) per the applicable signature format; keep chain/status artifacts with the signed data.


8.6 Migration & deprecation policy
When cryptographic suites change (e.g., RSA→ECDSA, hash upgrades), QSIGN will:
(a) publish advance notices and timelines; (b) issue new certificates on the newer suite; and (c) retain historical chain/status materials for legacy validation. Relying Parties should treat deprecated/unknown suites as validation failures for new transactions.
8. [bookmark: _Toc210046395]Availability & Support (SLA/maintenance windows)
9.1 Service availability targets
Certificate issuance/enrollment portals: target ≥ 99.5% monthly availability.
OCSP responders: target ≥ 99.9% monthly availability.
CRL publication/hosting & Repository: target ≥ 99.9% monthly.
Availability is measured at QSIGN’s service edge using continuous probes and excludes the items in 9.4.

9.2 Maintenance windows
Planned maintenance: typically, Saturdays 22:00–02:00 EET/EEST; announced ≥ 72 hours in advance in the Repository.
Emergency maintenance: only for security/stability risks; notice posted as soon as practicable.
Change freezes may apply during high-risk periods (e.g., public holidays), unless urgent security work is required.

9.3 Redundancy & continuity
Issuing CAs/HSMs: N+1 design with dual sites and backup power/environmental controls.
OCSP: geo-redundant responders behind load balancers; short-lived responder certs; health-checks and auto-failover.
CRLs: published at regular intervals and on-demand after revocation; mirrored in the Repository.

9.4 Exclusions from SLA measurement
Announced planned maintenance (9.2).
Force majeure (large-scale Internet/power failures, disasters).
Customer-side issues (networks, clients, misconfiguration) and upstream dependencies not operated by QSIGN.
Abuse mitigation (e.g., rate limiting during DDoS) or breaches of fair-use/security obligations.

9.5 Incident handling & communications
24×7 monitoring with on-call response.
Critical incidents: initial notice in the Repository (and, for managed customers, email to registered admins) as soon as practicable; updates until resolution plus a post-incident summary.
Security incidents are handled per the CP/CPS; evidence is retained per the records policy.

9.6 Support & escalation
Email: info@qsign.ro | Telefon : +40.724.167.333

9.7 Fair-use, caching & rate limits
QSIGN may enforce per-client quotas/rate limits to protect OCSP/CRL/portal stability.
OCSP stapling and HTTP caching of CRLs/issuer certs are recommended.
Automated clients must honor Retry-After and back-off on errors; bulk/status polling should be tuned to the published intervals.

9.8 Status & historical reports
Current status, planned work, algorithm/CA rollover notices, CRL schedules, and historical availability summaries are posted in the Repository.




9. [bookmark: _Toc210046396]Privacy, Fees/Refunds, Liability & Insurance 
10.1 Fees, taxes & refunds
Fees. Public/intro services may be free under fair-use; managed/enterprise plans are paid per the price list or contract in the Repository.
Taxes. Prices are exclusive of VAT; Romanian/EU VAT applies as legally required (e.g., reverse-charge for eligible intra-EU B2B).
Refunds/credits. Any service credits or refunds are granted only as defined in the Terms & Conditions/contract and do not increase liability caps.
Changes. QSIGN may update fees with prior notice; fixed-term contracts are unaffected until renewal unless agreed otherwise.

10.2 Data protection & confidentiality (GDPR)
Role. For enrollment/identity evidence, account management, billing, logs and support, QSIGN is the data controller.
Minimization. QSIGN does not need or process the content you sign; certificates contain only the identity attributes required by the chosen profile (e.g., name, organizationIdentifier).
Legal bases. Contract performance (Art. 6(1)(b)), legitimate interests (Art. 6(1)(f): security/abuse prevention, logging), and legal obligation (Art. 6(1)(c): eIDAS/ETSI evidence, incident reporting).
Data categories. Identity/mandate evidence (per Section 6), account/admin data, technical and security logs (timestamps, IPs, client auth metadata), support tickets.
Publication. Certificate contents (subject, policy OID, issuer, validity, status URLs) are public by design to enable validation.
Retention. Evidence and operational records are retained as specified in the CP/CPS and applicable law (minimums may differ by profile).
Disclosures. On a need-to-know basis to audited subcontractors (e.g., hosting/HSM/remote-QSCD providers), the Conformity Assessment Body, the Supervisory Authority, courts/regulators, and as required by law. No sale of personal data.
International transfers. If data leaves the EEA, QSIGN applies a valid transfer mechanism (e.g., SCCs) with additional safeguards.
Security & confidentiality. Personnel and suppliers are under confidentiality obligations; access is RBAC/MFA-protected and audit-logged.

Data subject rights. Access/rectification/erasure/restriction/objection/portability per GDPR via info@issm.ro

10.3 Liability & insurance (summary)
Reliance limits. Reliance on certificates/signatures/seals is limited to the permitted uses and policy OID/EKU scope; aggregate liability is capped per the Terms & Conditions/contract and/or CPP.
Exclusions. No liability for indirect/consequential loss, lost profits, third-party systems/QSCDs, or use outside policy/validation rules.
Insurance. QSIGN maintains appropriate professional/technology liability insurance for its trust services; a summary may be provided on request or published in the Repository.
Precedence. If a customer agreement defines stricter remedies/caps, that agreement controls for that customer.

10.4 Security & incident notification (overview)
Monitoring & response. QSIGN operates 24×7 monitoring and incident response; evidence is retained per the CP/CPS.
Regulatory notices. Significant incidents are notified to the competent Supervisory Authority in line with eIDAS/ETSI obligations.
Customer/relying-party notices. Where an incident could materially affect reliance, QSIGN posts Repository notices and, for managed customers, informs registered contacts.
Status services. Revocations and status impacts are reflected promptly in OCSP/CRL and Repository notices.
10. [bookmark: _Toc210046397]Complaints & Dispute Resolution 
11.1 Submitting a complaint
Send complaints to info@qsign.ro
(compliance). Include: (a) organization/contact details, (b) timestamps and certificate/serial or OCSP request IDs, (c) relevant CRL/OCSP snapshots and validation results, (d) a clear description of the issue and desired remedy. QSIGN will acknowledge within 2 business days and target a substantive reply within 30 business days (or provide an interim update).
11.2 Escalation
If unresolved, escalate to alex@qsign.ro quoting the ticket reference. QSIGN may propose mediation with a mutually agreed neutral; mediation is confidential and without prejudice.
11.3 Supervisory Authority
For matters concerning eIDAS trust-service compliance, you may contact Romania’s competent Supervisory Authority: Autoritatea pentru Digitalizarea României (ADR). QSIGN cooperates with ADR and the Conformity Assessment Body as required by law.
11.4 Evidence handling
QSIGN preserves relevant audit logs, issuance/revocation records, CA/OCSP/CRL publications, and repository notices tied to the complaint, and may request additional artifacts (e.g., the signed data, validation outputs, chain/status snapshots) to investigate.
11.5 Governing law and jurisdiction
This PDS and any dispute arising from it are governed by the laws of Romania (together with directly applicable EU law). The competent courts of Bucharest, Romania have exclusive jurisdiction, unless mandatory law provides otherwise.
11.6 Language of proceedings
All dispute-resolution steps (including any mediation/arbitration) and any court or administrative proceedings shall be conducted in Romanian. Translations may be provided for convenience; Romanian prevails. 
11. [bookmark: _Toc210046398]Trust Marks, Audit & Qualified Status
[bookmark: _Hlk210000481]Where applicable (QCP-n / QCP-n-QSCD / QCP-l / QCP-l-QSCD), qualified status is determined by the competent Supervisory Authority and publication on the EU Trusted List (EUTL) – Romania. The EUTL entry is the authoritative record of status and scope (grant, suspension, withdrawal). Marketing or third-party directories do not override it.

QSIGN’s qualified certificate services are assessed by an independent Conformity Assessment Body (CAB) against ETSI EN 319 411-1/-2 and EN 319 401 (CAB competence per EN 319 403-1 / TS 119 403-2).

QSIGN may display the EU trust mark for qualified trust services only in connection with the qualified certificate services covered above and in the prescribed form. The mark is not altered or used for non-qualified offerings. Third-party misuse is prohibited.

If qualified status changes, QSIGN will: (a) update the Repository without delay; (b) notify contracted customers via registered contacts; and (c) cooperate with the Supervisory Authority and CAB. Historical materials remain available for evidence and are marked superseded. historical).

12. [bookmark: _Toc210046399]Amendments, Versioning & Controlling Language
13.1 Amendments
QSIGN may amend this PKI Disclosure Statement (PDS) to reflect service, legal, or standards changes. Amendments are published in the Repository and take effect as follows:

Material changes (affecting duties/rights, reliance limits, policy OIDs, profile scope): ≥ 30 days’ prior notice via Repository posting and, for contracted customers, email to registered contacts.

Editorial/clarificatory updates (no change of obligations/reliance semantics): effective on publication.

Urgent security/legal updates: effective immediately; notice posted as soon as practicable.
If there is any inconsistency: Terms & Conditions → CP/CPS → this PDS (highest to lowest precedence).

13.2 Versioning & effective date
This PDS uses semantic versioning (MAJOR.MINOR.PATCH). Each release shows an effective date and a change log. Historic versions remain available in the Repository for evidence and are marked superseded.

13.3 Feedback & contact
Comments on proposed or published changes can be sent to policy@qsign.ro. QSIGN reviews feedback in good faith and may incorporate clarifications in a subsequent PATCH release.

13.4 Relationship to certificates, policy OIDs & qcStatements
Changes to this PDS do not retroactively modify issued certificates or the meaning of policy OID(s) or qcStatements embedded in them. Any change that would alter assurance semantics is handled in the CP/CPS and, where required, by issuing a new policy OID and applying it only to future certificates.

13.5 Controlling language
This PDS may be provided in multiple languages. The controlling language is English for this document. (For disputes and legal proceedings, see Section 11: proceedings are conducted in Romanian.)

13.6 Document identification

Title: QSIGN PKI Disclosure Statement (DS-PKI-EN)
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