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1. [bookmark: _Toc138847114][bookmark: _Toc209982523]Introduction

1.1. [bookmark: _Toc209982524]Overview

This combined Certificate Policy and Certification Practice Statement (CP/CPS) defines the policies and operational practices by which QSIGN operates its Public Key Infrastructure (PKI) to issue, manage, and revoke certificates used for electronic signatures (natural persons) and seals (legal persons) under eIDAS. The document is organized in accordance with RFC 3647 and is intended for Subscribers, Relying Parties, auditors, conformity assessment bodies, and supervisory authorities.

This CP/CPS complements QSIGN’s Trust Service Practice Statement (EN 319 401) and service-specific policies/profiles (EN 319 411-1/-2, EN 319 412). Time-stamping is governed separately by QSIGN’s TSA Policy/Practice and is out of scope for this CP/CPS.

QSIGN’s PKI supports the issuance and lifecycle of:

Qualified certificates for electronic signatures (QES) for natural persons and qualified certificates for electronic seals (QSeal) for legal persons, aligned with ETSI EN 319 411-2 (e.g., QCP-n, QCP-n-QSCD, QCP-l, QCP-l-QSCD) and profiled per EN 319 412.

Non-qualified/advanced certificates aligned with ETSI EN 319 411-1 (e.g., NCP/NCP+) clearly identified as non-qualified and distinct from qualified services.

Certificates reference the applicable policy and embed status/locator information (AIA/CDP) for OCSP/CRL. Identity proofing, key management (including QSCD/remote-QSCD controls), issuance, renewal/rekey, suspension/revocation, publication, and logging are performed as specified in this CP/CPS and the governing ETSI standards.

Subscribers and Relying Parties must use and validate certificates within the stated policy scope and usage limitations and consult QSIGN’s Repository for the current CP/CPS version, policy, trust anchors/intermediates, and status services.

1.2. [bookmark: _Toc209982525]Document name and identification

Document title: QSIGN Certificate Policy & Certification Practice Statement (CP/CPS) – e-Signature & e-Seal

Version / effective date: 01.10.2025, Effective: 01.10.2025
Supersedes: v1

Policy OID arc: 1.3.6.1.4.1.59019.1.411.* (qualified), 1.3.6.1.4.1.59019.1.322/321.*(advanced/demo)

Language / control: English

Repository: https://repo.qsign.ro 

Contact: info@qsign.ro | +40.724.167.333
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1.3. [bookmark: _Toc138847117][bookmark: _Toc209982526]PKI Participants

1.3.1 Trust Service Provider (TSP) and Certification Authorities (CAs)

QSIGN is the TSP responsible for the PKI and all trust services covered by this CP/CPS. It operates:

· an offline Root CA (trust anchor) that issues only issuing-CA certificates; and
· one or more Issuing CAs that issue end-entity certificates within the scope of this CP/CPS.

The TSP retains full responsibility for all activities performed by or on behalf of its CAs, including any outsourced or delegated tasks.

QSIGN operates a two-tier PKI. A self-signed offline Root CA anchors trust; two issuing CAs provide end-entity certificates for advanced (non-qualified) and qualified services. Dedicated OCSP responder certificates sign status responses. Current objects, chains, and endpoints are published in the Repository.

(a) Trust anchor — Root CA
CN: QSIGN ROOT CA 2025 (O=QSIGN SRL)
Validity: 23 Sep 2025 → 22 Sep 2045
Key / Sig: RSA 4096, SHA-256 (sha256WithRSAEncryption)
Role: Offline trust anchor; does not issue end-entity certs or sign OCSP.

(b) Issuing CA — Advanced (non-qualified)
CN: QSIGN Advanced 2025 CA (issued by QSIGN ROOT CA 2025)
Validity: 23 Sep 2025 → 21 Sep 2035
Key / Sig: RSA 4096, SHA-256
Policy scope: Issues advanced / non-qualified certificates (e.g., under EN 319 411-1 NCP/NCP+) 
Status & publication: CRL DP embedded (e.g., crl.qsign.ro/ca-a-2025.crl); AIA includes OCSP (ocsp.qsign.ro) and CA Issuers (e.g., repo.qsign.ro/certs/ca-a-2025.crt).
OCSP signing cert: QSIGN OCSP Responder (A) 2025 — RSA 2048, EKU id-kp-OCSPSigning.

(c) Issuing CA — Qualified (QES/QSeal)
CN: QSIGN Qualified 2025 CA (issued by QSIGN ROOT CA 2025)
Validity: 23 Sep 2025 → 21 Sep 2035
Key / Sig: RSA 4096, SHA-256
Policy scope: Issues qualified certificates for electronic signatures (natural persons) and seals (legal persons) per EN 319 411-2 (e.g., QCP-n / QCP-n-QSCD / QCP-l / QCP-l-QSCD) with Policy OIDs (see Repository).
Status & publication: CRL DP embedded (e.g., crl.qsign.ro/ca-q-2025.crl); AIA includes OCSP (ocsp.qsign.ro) and CA Issuers (e.g., repo.qsign.ro/certs/ca-q-2025.crt).
OCSP signing cert: QSIGN OCSP Responder (Q) 2025 — RSA 2048, EKU id-kp-OCSPSigning.

(d) Path building & validation notes
Relying parties must: 
(i) build a certification path to the QSIGN ROOT CA 2025 via the relevant issuing CA; 
(ii) verify OCSP/CRL status using the URIs embedded in AIA/CDP and published in the Repository; and 
(iii) confirm the Policy matches the intended use (advanced vs qualified, QSCD vs non-QSCD). 

TSA/TSU certificates for time-stamping are managed and documented under the TSA Policy/Practice and are out of scope for this CA hierarchy section.
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1.3.2 Registration Authority (RA) and Local Registration Authorities (LRAs)

The RA performs identity proofing, validation of attributes/authorizations, approval of certificate applications, and revocation request handling as specified in this CP/CPS.
LRAs are entities/individuals expressly designated by QSIGN to perform RA tasks locally (e.g., evidence collection) under QSIGN’s procedures. LRAs act under the RA’s authority; they do not issue certificates or operate CA/OCSP keys. QSIGN remains fully accountable for all RA/LRA activities.

1.3.3 Subscribers

A Subscriber is the natural person (QES) or legal person (QSeal) to whom a certificate is issued. Subscribers must review certificate content, protect private keys/activation data, use certificates only within the applicable policy/OID and Key Usage/EKU, and comply with all duties in this CP/CPS and the T&Cs.

1.3.4 Authorized Representatives / Sponsors (for legal persons)

A legal person may act via an Authorized Representative (sometimes called a Sponsor) who is empowered to request, manage, or revoke certificates on its behalf. QSIGN verifies representative authority and records the evidence in the registration record.

1.3.5 Relying Parties

A Relying Party is any person that validates and relies on a QSIGN certificate/signature/seal. Relying Parties must build a valid certification path to a published trust anchor/intermediate, verify current status via CRL/OCSP, confirm the Policy and intended-use fit, and observe all usage limitations.

1.3.6 Other Participants

Vendors and subcontractors supporting QSCDs, secure facilities, cryptographic modules, or service components may participate under contract and QSIGN oversight, with duties flowed down to meet this CP/CPS and applicable standards.

1.4 [bookmark: _Toc209982527]Certificate and Service Usage
1.4.1 Appropriate certificate/service uses

(a) Qualified electronic signature (QES) certificates (natural persons).
Used to create electronic signatures that provide integrity protection and author attribution for electronic documents/data in accordance with the applicable QCP-n / QCP-n-QSCD policy OID. Signature creation must occur under the sole control of the Subscriber and, for qualified use, with a QSCD or approved remote QSCD solution.

(b) Qualified electronic seal (QSeal) certificates (legal persons).
Used to create electronic seals that provide integrity protection and indicate origin from a legal person (not an individual’s personal will). Applicable policy OID: QCP-l / QCP-l-QSCD. May be applied in automated workflows on behalf of the legal person.




(c) Advanced (non-qualified) signature/seal certificates (if offered).
Used to create AdES/AdESeal under EN 319 411-1 (e.g., NCP / NCP+) where qualified status is not claimed. These are suitable where advanced assurance is acceptable to the relying party, subject to the limits of the applicable policy OID.

(d) Validation and status.
All end-entity certificates are intended for document/data signing (content commitment) and subsequent validation by building a certification path to published trust anchors and checking CRL/OCSP status. 

Reliance conditions and limits

Relying Parties must (i) validate the signature/seal cryptographically; (ii) build a certification path to a published trust anchor/intermediate; (iii) obtain current status via CRL/OCSP (and, for long-term validation, retain evidence captured at signing time); and (iv) confirm that the Policy OID and certificate fields match the intended use (QES/QSeal vs. advanced; QSCD vs. non-QSCD). Any reliance outside these conditions is at the actor’s sole risk and subject to the limitations in (9 . Business and Legal) of this CP/CPS.

1.4.2 Prohibited or restricted uses (non-exhaustive)

Not for TLS, S/MIME, code signing, OCSP signing, CA/CRL signing, device attestation, no key escrow or key agreement/encipherment, unless a distinct certificate/profile expressly permits it.

Use after expiry, after revocation/suspension, or where status cannot be determined (treat as not reliable).

Use outside Key Usage/EKU and outside the applicable policy OID (e.g., using an advanced certificate where qualified assurance is required by law).

Use contrary to law, sanctions, or to misrepresent identity/authority; sharing or delegating activation data or control of private keys.

High-risk safety-critical scenarios unless explicitly allowed by the applicable policy and risk-assessed by the relying party.

1.5 [bookmark: _Toc209982528]Policy Administration
1.5.1 [bookmark: _Toc209982529]Organization Administering the Document

This CP/CPS is administered by QSIGN (the Trust Service Provider, “TSP”). QSIGN acts as the Policy Management Authority (PMA) for all certificate policies and practices covered herein and is responsible for drafting, approval, publication, version control, and retirement of this document and its associated Policy OIDs.
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1.5.2 [bookmark: _Toc209982530]Contact Person

QSIGN SRL
Trandafirescu Alexandru
Registered office: Str. Drumea Rădulescu, nr. 26, Sector 4, Bucharest, Romania
Email: info@qsign.ro | Phone: +40.724.167.333
Repository (current CP/CPS, policy OIDs, CA/OCSP certs, CRL/OCSP/TSA endpoints): 
https://repo.qsign.ro 
https://crl.qsign.ro 
http://ocsp.qsign.ro 

1.5.3 [bookmark: _Toc209982531]Person determining CPS suitability for the policy

The Head of Trust Services (or designee), acting as PMA administrator, determines the suitability of this CPS to the corresponding Certificate Policies (e.g., QCP-n, QCP-n-QSCD, QCP-l, QCP-l-QSCD, and—if offered—NCP/NCP+). Suitability decisions consider ETSI EN 319 411-1/-2/EN 319 412, EN 319 401, internal risk management, supervisory guidance, and conformity-assessment outcomes.

1.5.4 [bookmark: _Toc209982532]CPS approval procedures

Major/minor changes to this CP/CPS require management approval via the PMA. Approval records (version, approver, date, summary of changes) are maintained in the document control log and published in the Repository together with the effective date.

Change classes.
Major: policy semantics, identity-proofing rules, certificate profiles/OIDs, revocation/status behavior, cryptographic parameters, or CA hierarchy—may require transition plans.
Minor: editorial/clarity updates that do not alter policy semantics.

Notice. QSIGN provides due notice for changes that could affect acceptance by Subscribers or Relying Parties (Repository posting and/or email to registered contacts).

Effective date & transition. Each release states its effective date. Where a change affects relying-party validation (e.g., algorithm migration), this CP/CPS includes transition guidance; older certificates remain valid under the policy in force at issuance, subject to revocation and algorithm deprecation schedules.

QSIGN owns and manages a private OID arc for CP/CPS identifiers. Each policy (e.g., QCP-n, QCP-l, QCP-*-QSCD; and if offered, NCP/NCP+) has a unique OID embedded in issued certificates and published in the Repository. OIDs are never re-used; retired OIDs remain documented for historical validation.

The current CP/CPS is published in a durable medium (downloadable PDF/HTML) in clear, understandable language. Historic versions necessary for validation/audit are retained and remain accessible.

Conformity-assessment and internal/external audit findings (ETSI EN 319 403 scheme) are reviewed by the PMA. Where findings require CP/CPS updates, corrective actions and timelines are tracked; resulting document updates.

This version takes effect on the date stated on the first page. The PMA reviews the CP/CPS at least annually and after significant events (e.g., cryptographic deprecations, CA key rollover, supervisory guidance changes), updating as needed.

[bookmark: _Toc209982533]Definitions and Acronyms
1.5.5 [bookmark: _Toc209982534]Definitions

Activation Data: Information (e.g., PIN, password, OTP, biometric) that enables a Subscriber to use a private key or QSCD under sole control.

Advanced (non-qualified) certificate: A certificate issued under EN 319 411-1 reference CPs (e.g., NCP/NCP+) that supports AdES/AdESeal but is not a qualified trust service under eIDAS.

Authorized Representative / Sponsor: A natural person authorized to act on behalf of a legal person (e.g., to request/manage/revoke a QSeal certificate).

Certificate: Electronic attestation binding public-key validation data to a natural or legal person and confirming identity/attributes.

Certificate Policy (CP): Named set of rules (identified by an OID) indicating the applicability of a certificate to a community/class of applications with common security requirements.

Certification Practice Statement (CPS): Statement of the practices QSIGN uses in issuing and managing certificates under a CP.

Certification Authority (CA): An entity that issues, manages, and revokes certificates. In this CP/CPS: the offline Root CA (trust anchor) and online Issuing CAs.

Conformity Assessment Body (CAB): ISO/IEC 17065-accredited body auditing the trust services against ETSI EN 319 403 and applicable service standards.

Key Usage / Extended Key Usage (EKU): Certificate extensions constraining permitted cryptographic uses of the certified key.

Local Registration Authority (LRA): An entity/individual designated by QSIGN to perform RA tasks locally under RA authority and QSIGN procedures.

Object Identifier (OID) / Policy OID: Globally unique identifier that names a CP/Policy referenced in certificates and policies.

Online Certificate Status Protocol (OCSP) / Certificate Revocation List (CRL): Mechanisms by which relying parties obtain signed certificate-status information.

Public Repository (Repository): QSIGN’s authoritative publication point for this CP/CPS, policy OIDs, trust anchors/intermediates, CA/OCSP certificates, and CRL/OCSP/TSA endpoints.

Qualified certificate/service: A certificate/service that meets eIDAS requirements for qualified electronic signatures or seals (EN 319 411-2) and is listed as qualified on the national/EU trusted list.

Qualified Signature/Seal Creation Device (QSCD): Certified device or managed service (incl. remote QSCD) that ensures sole control of signature/seal creation data and protection against compromise.

Relying Party: Any natural or legal person that validates and relies on a certificate/signature/seal issued under this CP/CPS.

Registration Authority (RA): Function responsible for identity proofing, validation of attributes/authorizations, and approval of certificate applications and revocation requests.

Subscriber: Natural or legal person to whom a certificate is issued.

Subject Distinguished Name (Subject DN): X.500 name identifying the certificate subject as in in 7.

Time-Stamp / Time-Stamp Token (TST): Evidence that specific data existed at a stated time, signed by a Time-Stamping Unit of a TSA (governed by TSA Policy/Practice).

Trust Anchor: Self-signed root certificate used as the basis for path validation (Root CA).

1.5.6 [bookmark: _Toc209982535]Acronyms

ADR – Autoritatea pentru Digitalizarea României (RO eIDAS supervisory body)
AdES / AdESeal – Advanced Electronic Signature / Advanced Electronic Seal
AIA – Authority Information Access (certificate extension)
CAB – Conformity Assessment Body
CA – Certification Authority
CDP – CRL Distribution Point (certificate extension)
CP / CPS – Certificate Policy / Certification Practice Statement
CRL – Certificate Revocation List
DN – Distinguished Name
EKU – Extended Key Usage
ENISA – European Union Agency for Cybersecurity
eIDAS – Regulation (EU) No 910/2014 on electronic identification and trust services
EUTL / TSL – EU Trusted List / (national) Trusted Service List
GDPR – General Data Protection Regulation (EU) 2016/679
LRA – Local Registration Authority

LTV – Long-Term Validation
NCP / NCP+ – Normalized Certificate Policy / NCP with secure device (EN 319 411-1)
OCSP – Online Certificate Status Protocol
OID – Object Identifier
PKI – Public Key Infrastructure
QCP-n / QCP-l – Qualified Certificate Policies for natural/legal persons (EN 319 411-2)
QES / QSeal – Qualified Electronic Signature / Qualified Electronic Seal
QSCD – Qualified Signature/Seal Creation Device
RA – Registration Authority
RFC – Request for Comments (IETF)
RSA / ECDSA – Rivest–Shamir–Adleman / Elliptic-Curve Digital Signature Algorithm
TSA / TSU / TST – Time-Stamping Authority / Time-Stamping Unit / Time-Stamp Token

2. [bookmark: _Toc209982536]Publication and Repository Responsibilities
2.1 [bookmark: _Toc209982537]Repositories

QSIGN operates a public Repository that is the authoritative source for reliance materials. The Repository is accessible without authentication and provides, at minimum:

· This CP/CPS, the TSPS, and (by reference) the TSA Policy/Practice/Disclosure.
· Policy and change notices (version, effective date, summary).
· Trust anchors/intermediates (Root and Issuing CA certificates) and any applicable OCSP responder certificates.
· Status services: CRL distribution points (CDP) and OCSP responder endpoints.
· Certificate/profile information needed for validation (e.g., AIA/CRL URIs), contact details, and legal notices.
· Historical versions required for validation and audit.

Repository URL: https://repo.qsign.ro

2.2 [bookmark: _Toc209982538]Publication of certification information

QSIGN publishes and maintains:
(a) Policies and practices. Current CP/CPS, TSPS, and TSA Policy/Practice/Disclosure in a durable medium (downloadable PDF/HTML), written in clear, understandable language.
(b) Certificates and chains. Root and Issuing CA certificates in PEM (.crt). Issued end-entity certificates include AIA (CA Issuers/OCSP) and CDP extensions pointing to the Repository/CRL services.
(c) Status information. CRL: X.509 v2, signed by the issuing CA, including appropriate thisUpdate/nextUpdate fields. OCSP: RFC 6960 responses signed by a certificate with id-kp-OCSPSigning EKU and including thisUpdate/nextUpdate (and producedAt) fields.
(d) Notices & advisories. Change notices, algorithm/deprecation advisories, key rollover announcements, and any service-impacting information.
(e) Conformity & supervisory references. References/links to current conformity-assessment attestations and trusted-list entries.

2.3 [bookmark: _Toc209982539]Time or frequency of publication

(a) Initial publication. CA certificates, policies, and endpoints are published before the first use of the corresponding CA/service.

(b) Routine updates.
· CRLs are issued on a regular schedule (at least every 24 hours) with nextUpdate ≤ 24h.
· OCSP responses are available continuously, with nextUpdate ≤ 24h for the relevant certificate class.

(c) Event-driven updates. Revocation/suspension events are reflected in CRL/OCSP without undue delay and no later than [insert SLA, e.g., 24 h] from approval of the action.

(d) Document updates. New versions of this CP/CPS (and related documents) are published with a stated effective date and change summary (see article 1.5 and article 16).

2.4 [bookmark: _Toc209982540]Access controls on repositories

(a) Read access. Public, anonymous read access over authenticated channels (e.g., HTTPS). Materials are digitally signed (where applicable) to enable integrity/authenticity verification.
(b) Write/control access. Restricted to authorized QSIGN personnel/systems; all changes are controlled, logged, and subject to management approval.
(c) Rate-limiting & fair use. QSIGN may apply reasonable rate limits or block abusive traffic that threatens availability, without restricting legitimate validation use.
(d) Mirrors & redistribution. Mirroring of unmodified reliance materials is permitted for resilience if (i) integrity/signature is preserved, (ii) update cadence is maintained, and (iii) the Repository remains the authoritative source.
(e) Availability. The Repository and status services are operated for high availability (see 11 for SLA targets and maintenance rules).

3. [bookmark: _Toc209982541]Identification and Authentication
3.1 [bookmark: _Toc209982542]Naming
3.1.1 [bookmark: _Toc209982543]Types of Names

QES (natural person): Subject DN includes, at a minimum, a natural person name (e.g., givenName, surname, and/or commonName) or a pseudonym where permitted by policy; optional attributes (e.g., serialNumber, emailAddress) appear only if verified.

QSeal (legal person): Subject DN includes the organization’s legal name (organizationName) and country; optional organizationIdentifier (per EN 319 412-1/-3) contains a registered identifier (e.g., trade register/VAT) in the syntax required by the policy.

Advanced (non-qualified) certificates (if offered): Follow the same model as above for QES/QSeal, but marked and governed under EN 319 411-1 CPs (e.g., NCP/NCP+) and clearly labelled non-qualified.

3.1.2 [bookmark: _Toc209982544]Need for Names to be Meaningful
Names must uniquely and meaningfully identify the Subscriber (natural or legal person) within the intended community of use. Pseudonyms, if used, are clearly indicated (e.g., “pseudonym” flag) and traceable in the registration record.

3.1.3 [bookmark: _Toc209982545]Anonymity or Pseudonym of Subscribers
QES: Pseudonymous certificates may be issued where allowed by law/policy; true anonymity is not permitted.
QSeal: Pseudonymity is not permitted; the legal person must be identifiable.

3.1.4 [bookmark: _Toc209982546]Rules for Interpreting Various Name Forms
Name assembly, allowed characters, length, diacritics, and language are defined in the certificate profile (7). Where transliteration is used, the registration record retains the native-script legal name.

3.1.5 [bookmark: _Toc209982547]Uniqueness of Names
QSIGN ensures Subject DN + serialNumber/organizationIdentifier (as applicable) is unique under the issuing CA at issuance time.

3.1.6 [bookmark: _Toc209982548]Recognition, Authentication, and Role of Trademarks
Trademarks/trade styles may appear only if part of the legal name as registered or if documented rights are verified and recorded in the registration evidence.

3.2 [bookmark: _Toc209982549]Initial Identity Validation

QSIGN supports remote identity proofing by live video for Advanced (AdES; NCN) and Non-Qualified (NCP/NCP+) certificate issuance processed via the QSIGN portal. At this time, Qualified certificates (QCP-n, QCP-l, including QSCD/remote-QSCD) are not issued on the basis of portal video identification; they require the identity proofing methods stated for Qualified profiles in this CP/CPS.

3.2.1 [bookmark: _Toc209982550]Method to Prove Possession of Private Key
Proof of possession (PoP) is established by a signed PKCS#10/CSR or equivalent protocol, or via QSCD initialization where the CA or its delegate verifies secure key generation and sole control. 

3.2.2 [bookmark: _Toc209982551]Authentication of Organization Identity
For QSeal (and for QES where organizational attributes appear):

Verify the legal person’s existence and details (name, registration number, jurisdiction, registered office) from authoritative registers.

If organizationIdentifier is included, encode it per EN 319 412 and verify against authoritative data.

Record evidence (register extracts, identifiers, time of check) in the registration record.

3.2.3 [bookmark: _Toc209982552]Authentication of Individual Identity

For QES:
Verify the individual’s identity by face-to-face or approved methods as allowed by applicable law and policy.
Where attributes (role, authorization) appear, validate them and record the basis (mandate, PoA, HR letter, registry link).

3.2.4 [bookmark: _Toc209982553]Non-verified Subscriber Information

Only verified identity/attribute data appear in the certificate. Non-verified data are not included or are explicitly marked as such (policy may disallow inclusion altogether).

3.2.5 [bookmark: _Toc209982554]Validation of Authority (authorized representatives)

For certificates requested/managed on behalf of a legal person (QSeal or QES with organizational attributes), verify the authorized representative’s identity and mandate (e.g., corporate register, power of attorney). Record scope and validity period of the mandate.

3.2.6 [bookmark: _Toc209982555]Criteria for Interoperation

Where third-party identity systems (e-IDs, federated IdPs) are used, QSIGN accepts assertions only from sources meeting the assurance level required by the applicable CP (QCP-* or NCP/NCP+) and documents mapping of attributes/assurance in the registration record.

3.3 [bookmark: _Toc209982556]Identification and Authentication for Re-key Requests

3.3.1 [bookmark: _Toc209982557]Identification and Authentication for Routine Re-key

If the Subscriber’s identity, attributes, and mandate remain unchanged and within their verification validity window, QSIGN may reuse the prior registration with fresh PoP and re-validation of any expiring evidence (per policy-defined intervals). Otherwise treat as a new registration.

3.3.2 [bookmark: _Toc209982558]Identification and Authentication for Re-key after Revocation

Re-key after expiry or following revocation for compromise/inaccuracy requires full identity (re)verification as for an initial registration.

3.4 [bookmark: _Toc209982559]Identification and Authentication for Revocation Request

3.4.1 Circumstances for Revocation

Revocation may be requested due to suspected/confirmed compromise, loss/theft of QSCD or activation data, inaccuracy of certificate data, loss of mandate, or as otherwise defined in policy.

3.4.2 Who can Request Revocation

(a) The Subscriber (QES holder; legal person for QSeal).

(b) A verified authorized representative/sponsor of the legal person.

(c) QSIGN RA/LRA based on credible evidence.

(d) Competent authorities/courts where legally binding.

3.4.3 Procedure for Revocation Request

QSIGN authenticates revocation requests using one or more of:

(a) signed request using the active certificate (if not suspected compromised);

(b) strong multi-factor authentication through the Subscriber account;

(c) in-person;

(d) emergency channels validated by out-of-band call-back to registered contacts.

QSIGN records the request, verification steps, decision, and timestamps, and publishes status without undue delay via CRL/OCSP.

3.4.4 Revocation Request Grace Period

QSIGN may suspend pending verification where immediate risk exists. If identity/authority cannot be confirmed promptly, QSIGN may keep the certificate suspended or revoke based on risk.


4. [bookmark: _Toc209982560]Certificate Life-Cycle Operational Requirements
4.1 [bookmark: _Toc209982561]Certificate Application

4.1.1 Who May Apply.

QES (natural person): the individual Subscriber.
QSeal (legal person): the legal person via a verified Authorized Representative/Sponsor.
AdES/AdESeal (if offered): per EN 319 411-1 CPs (NCP/NCP+).

4.1.2 Enrollment process and responsibilities
Enrollment follows a controlled workflow operated by QSIGN and/or delegated RA/LRA personnel:
(a) Portal + live video identification — available only for Advanced / Non-Qualified profiles; 
(b) Qualified profiles — enrollment uses the Qualified methods listed in article 3 (no portal video at this time); (c) Enterprise/LRA desks.

Steps. Applicant submits data/evidence; RA verifies identity/authority and proof-of-possession (PoP) of the key (CSR/signed challenge, or QSCD attestation); QSIGN reviews and approves/rejects; upon approval, the certificate is issued and made available/activated; acceptance per article 4.4.

Responsibilities. The Subscriber provides accurate, up-to-date information, cooperates with RA checks, and keeps contacts current; QSIGN/RA follow SOPs, log all actions, minimize personal data, and retain evidence per article 5.5.

4.1.3 Key Generation Options.
(a) QSCD (qualified only): keys generated/protected in certified devices/services; 
QSIGN never learns the private key.
(b) Subscriber device (advanced/non-qualified only, if allowed by policy): PoP required per 3.2.1.

4.1.4 Submission channels. RA/LRA desks (in-person)

4.2 [bookmark: _Toc209982562]Certificate Application Processing

4.2.1 Verification. RA/LRA verifies identity and (for legal persons) mandate per chapter 3.2; validates PoP; screens for sanctions/abuse; and confirms profile/policy fit.

4.2.2 Approval/rejection. Applications are approved if verification succeeds and policy requirements are met; otherwise rejected with a reason (unless restricted by law).

4.2.3 Timelines. QSIGN processes complete applications without undue delay and within policy/Service Order targets.

4.2.4 Records. QSIGN keeps a registration record (evidence, dates, operators) per article 8.

4.3 [bookmark: _Toc209982563]Certificate Issuance
QSIGN issues certificates only after successful identity/authority verification (article 3), application processing/approval (article 4.2), and proof-of-possession (PoP) of the key. Issuance constructs the X.509 certificate per the applicable profile/policy OID (article 7.1) and signs it using the issuing CA private key in a protected cryptographic module. All steps are audit-logged; publication/notifications follow articles 4.4.2–4.4.3.

4.3.1 CA actions during certificate issuance
The CA (automated workflow under operator oversight) shall:

Verify pre-conditions: valid RA approval; PoP of the key (CSR/signed challenge or QSCD attestation); no outstanding revocation/suspension flags; identity/mandate data unchanged since approval.

Select profile/OID: map the request to the correct certificate policy OID (QCP/AdES/NCP etc.) and verify that KeyUsage/EKU match the intended use.

Build certificate: set unique serial, validity within policy limits, Issuer/Subject DN per naming rules; include AIA (caIssuers, OCSP) and CDP; add required extensions (e.g., QCStatements/QSCD indication for qualified, SubjectAltName as permitted, Authority/Subject Key Identifier, BasicConstraints CA:FALSE, KeyUsage/EKU, and any profile-specific constraints).

Sign & record: sign in the CA’s HSM under dual-control procedures; store the certificate, issuance metadata, and hashes; update the status database; archive artifacts per article 5.5.

Publish (if applicable): publish to the Repository where required by service policy/law or Subscriber consent (legal-person/seal directories, etc.); otherwise, do not publish end-entity certificates.

QSCD specifics: for QSCD/remote-QSCD, ensure key generation/activation occurred inside the certified device/service and that any device attestations are bound to the issuance record.

4.3.2 Notification to subscriber by the CA of issuance of certificate
QSIGN notifies the Subscriber (and, where applicable, the RA/enterprise admin) via the agreed channel (portal/API/email) with: (i) certificate details (subject, serial, validity, policy OID), (ii) download/chain links and OCSP/CRL endpoints, and (iii) activation/pick-up steps. For QSCD shipped by courier, the notice includes shipment/tracking and separate delivery of activation data (never in the same package). Acceptance and publication follow articles 4.4.1–4.4.2.

4.4 [bookmark: _Toc209982564]Certificate Acceptance
After issuance, the certificate is made available to the Subscriber (or activated in a QSCD/remote-QSCD, as applicable). Acceptance establishes the start of reliance and associated obligations.

4.4.1 Conduct constituting certificate acceptance
A certificate is considered accepted by the Subscriber when any of the following occurs (whichever is earliest):
· Explicit confirmation via portal/workflow, signed receipt, or documented RA confirmation.
· Activation/installation of the certificate (e.g., key pair loaded/activated on QSCD or managed HSM) by, or on behalf of, the Subscriber.
· First use of the private key corresponding to the certificate (e.g., creating a signature/seal).
· No objection received within 10 calendar days of the issuance notice (unless a different period is agreed in the Service Order).

By accepting, the Subscriber confirms that the Subject DN/attributes are accurate, that the key is under their control, and that they will comply with this CP/CPS and the Service Terms. If any inaccuracy or suspected compromise is discovered, the Subscriber must immediately request revocation

4.4.2 Publication of the certificate by the CA
QSIGN publishes certificates to the Repository where required by the service policy or law (e.g., legal-person/seal), or where the Subscriber has consented/contracted for directory publication. Publication involving personal data follows GDPR (data minimization, legal basis). Private keys and activation data are never published.

QSIGN publishes certificates to its public Repository as follows:

· Legal person (e-seal) certificates: normally published, as they do not contain natural-person identifying attributes.
· Natural person (e-signature) certificates: not published unless (i) required by law/regulator, or (ii) the Subscriber has provided explicit consent or contractually requested directory listing.
· All published objects include the certificate, issuer chain, AIA/CRL/OCSP pointers, and policy OIDs. Publication avoids unnecessary personal data and follows GDPR principles (lawful basis, minimization, transparency).

Directory or transparency services (if offered) are opt-in for natural persons. Regardless of publication, status information (CRL/OCSP) is always available to relying parties.

4.4.3 Notification of certificate issuance by the CA to other entities
Upon issuance, QSIGN (i) records the event in the audit log; (ii) notifies the Subscriber/Administrative Contact and, where applicable, the RA/LRA; and (iii) publishes per article 4.4.2. QSIGN does not notify unrelated third parties (e.g., relying parties or authorities) of individual issuances unless contractually or legally required. Any publication or notice containing personal data follows GDPR.

4.5 [bookmark: _Toc209982565]Key Pair and Certificate Usage
Certificates and their corresponding private keys shall be used only for the purposes defined by the applicable policy OID and KeyUsage/EKU (see article 7.1). One key pair must not be reused across different purposes/profiles or shared between individuals/entities. Private keys are never escrowed.


4.5.1 Subscriber private key and certificate usage

· Use the private key solely for the purposes allowed by the certificate’s policy OID and KeyUsage/EKU (see article 7.1); do not repurpose the key for TLS/code-signing or other uses unless expressly profiled.
· Protect the private key and activation data; keep them under your sole control. Keys are not escrowed. For QSCD/remote-QSCD, do not export or attempt to duplicate key material; follow device/provider security procedures.
· Portal-based remote signing is permitted only for Advanced / Non-Qualified keys; Qualified e-signatures/e-seals must use a QSCD/remote-QSCD and are not performed via the portal signing workflow until such Qualified remote service is activated and disclosed.
· Maintain a trustworthy signing environment (patched, malware-free, time-synchronized, access-controlled).
· Stop using the key and request revocation immediately upon suspected compromise, device loss, change/loss of mandate, or data inaccuracy (see article 4.9).
· For legal-person certificates, ensure only authorized persons use the key in line with internal mandates and this CP/CPS.








4.5.2 Relying party public key and certificate usage

· Before relying, validate: (a) a complete and trusted path to the QSIGN trust anchor; (b) certificate validity period; (c) revocation/status via CRL/OCSP (see articles 4.10, 7.2, 7.3); (d) applicable policy OID and, where relevant, QCStatements/QSCD indications; (e) KeyUsage/EKU suitability for the intended use.
· Apply algorithm/key-size reasonableness checks per the service policy and refrain from reliance if cryptographic parameters are weak or deprecated.
· Confirm the certificate type matches the transaction (e.g., QCP-n for qualified e-signatures; QCP-l for qualified e-seals; advanced/non-qualified only where permitted).
· Respect usage limitations and liability caps in the Terms/Service Policy; do not rely beyond those limits or outside the stated contexts.
· Retain evidence appropriate to the risk (e.g., signed data, validation records, timestamps) to support later verification.

4.6 [bookmark: _Toc209982566]Certificate Renewal
Definition. “Renewal” means issuing a new certificate for the same key pair before expiry, with unchanged validated identity attributes (other than permitted administrative updates). If the key pair changes, see article 4.7 Re-key; if identity data changes, see article 4.8 Modification.

Eligibility & requestors. Renewal may be requested by the Subscriber or an authorized representative; QSIGN may also initiate scheduled renewals for managed/QSCD keys. Renewal is permitted only if (a) the key and algorithms remain compliant, (b) there is no suspected compromise, and (c) the Subscriber remains eligible under article 3.

Process (summary). The RA/CA confirms ongoing eligibility and proof-of-possession of the existing private key (e.g., renewal CSR or signed challenge). For remote-QSCD, PoP is demonstrated within the certified module. Material data changes trigger modification or re-key instead of renewal.

Notifications, acceptance, publication. QSIGN notifies the Subscriber of renewal issuance; acceptance follows article 4.4.1. Publication follows article 4.4.2 and the service policy; notifications to other entities follow article 4.4.3. Renewal is not available for revoked certificates.

4.6.1 Circumstances for certificate renewal
Renewal issues a new certificate for the same key pair before expiry when (a) validated identity data remains accurate, (b) the private key is not suspected/known compromised, (c) algorithms/key length remain compliant, and (d) the request falls within the renewal window defined by the service policy. Renewal is not available for revoked certificates or where material subject data has changed (see article 4.8) or a new key is required (see article 4.7).

4.6.2 Who may request renewal
The Subscriber or an authorized representative (including enterprise admin/RA under mandate). For managed/QSCD or remote-QSCD services, QSIGN may initiate renewal under contractually agreed schedules.

4.6.3 Processing certificate renewal requests
The RA/CA verifies ongoing eligibility, confirms proof-of-possession of the existing private key (e.g., renewal CSR/signed challenge or QSCD operation), rechecks revocation/status and policy compliance, and confirms that identity attributes remain current. If identity evidence is stale or attributes changed, the request is routed to modification (article 4.8) or re-key (article 4.7). All steps are audit-logged.

4.6.4 Notification of new certificate issuance to subscriber
QSIGN notifies the Subscriber (and, where applicable, the RA/enterprise admin) via the agreed channel (portal/API/email) with certificate details and activation/pick-up instructions. For remote-QSCD, activation occurs within the certified module per the service procedure.

4.6.5 Conduct constituting acceptance of a renewal certificate
Acceptance follows article 4.4.1 (e.g., explicit acceptance, first successful use, or absence of timely rejection). If the Subscriber rejects the certificate, QSIGN disables it and investigates the cause.

4.6.6 Publication of the renewal certificate by the CA
Publication follows article 4.4.2 and the applicable service policy. Where directory publication is used or required (e.g., for legal-person/seal), the renewed certificate is posted to the Repository; any personal data publication complies with GDPR and data-minimization.

4.6.7 Notification of certificate issuance by the CA to other entities
QSIGN may notify the RA/LRA and, for enterprise deployments, the designated administrative contact(s). QSIGN does not notify third parties (e.g., relying parties/supervisory authority) of individual renewals unless contractually or legally required; see article 4.4.3.

4.7 [bookmark: _Toc209982567]Certificate Re-key
“Re-key” means issuing a **new certificate for a new key pair (same Subscriber). QSIGN performs re-key when (i) crypto migration or key-age policy requires a new key, (ii) the key is suspected/known compromised, (iii) key length/algorithm become non-compliant, or (iv) the Subscriber requests a rollover. The RA/CA re-verifies eligibility (per article 3), confirms proof-of-possession of the new private key (e.g., CSR/signed challenge or QSCD generation), and revokes or schedules revocation of the old certificate/key to avoid gaps while allowing minimal overlap for continuity. Identity changes use article 4.8 (Modification). Acceptance, publication, and any notifications follow article 4.4.1–article 4.4.3. For remote-QSCD, key generation/activation occurs inside the certified module.

4.7.1 Circumstance for certificate re-key
Re-key is performed when a new key pair is required due to: suspected/confirmed compromise, crypto migration (algorithm/hash/key-size policy changes), key-age limits, platform/QSCD change, or Subscriber request for rollover. If subject data changes, use article 4.8 (Modification).

4.7.2 Who may request certification of a new public key
The Subscriber or an authorized representative (e.g., enterprise admin/RA under mandate). QSIGN may initiate mandatory re-keys for security or compliance.

4.7.3 Processing certificate re-keying requests
QSIGN/RA validates eligibility per article 3, confirms proof-of-possession of the new private key (CSR/signed challenge; for remote-QSCD, generated/attested in the module), verifies algorithm/key-size compliance, and audit-logs the process. If compromise is indicated, the old certificate is revoked immediately; otherwise, a short overlap window may be allowed for continuity, followed by revocation.

4.7.4 Notification of new certificate issuance to subscriber
QSIGN notifies the Subscriber (and, where applicable, the RA/enterprise admin) via the agreed channel with certificate details and activation/pick-up instructions; for remote-QSCD, activation occurs within the certified module.

4.7.5 Conduct constituting acceptance of a re-keyed certificate
Acceptance follows article 4.4.1 (explicit acceptance, first successful use, or absence of timely rejection). Upon rejection, QSIGN disables the certificate and investigates.

4.7.6 Publication of the re-keyed certificate by the CA
Publication follows article 4.4.2 and the applicable service policy (e.g., posting to the Repository or directory). Any publication containing personal data complies with GDPR and data-minimization.

4.7.7 Notification of certificate issuance by the CA to other entities
QSIGN may notify the RA/LRA and designated enterprise contacts. QSIGN does not notify unrelated third parties unless contractually or legally required. Revocation of the replaced certificate is propagated via CRL/OCSP per publication schedules.

4.8 [bookmark: _Toc209982568]Certificate Modification
“Modification” means issuing a new certificate for the same key pair to reflect validated data changes (e.g., name/mandate/organization details, permitted SAN updates) without changing the policy/profile. It does not extend validity and does not convert between qualified/non-qualified profiles (that requires new enrollment). If a new key is needed, see article 4.7 (Re-key).

4.8.1 Circumstance for certificate modification
Allowed when subscriber or organization data changes or must be corrected (e.g., legal name change, organization rename/merger, mandate/start-end dates, verified email/SAN adjustment) and the private key remains valid and uncompromised. Material profile or policy OID changes are out of scope (new issuance required).

4.8.2 Who may request certificate modification
The Subscriber or an authorized representative (enterprise admin/RA under mandate). QSIGN may require modification to remediate errors or ensure policy/GDPR conformity.

4.8.3 Processing certificate modification requests
RA/CA re-validates only the attributes that change with assurance equivalent to initial vetting (article 3), confirms proof-of-possession of the existing private key (CSR/signed challenge or QSCD attestation), checks naming rules, and audit-logs the process. If the change affects reliance (e.g., loss of mandate), the prior certificate is revoked with an appropriate reason (e.g., superseded).

4.8.4 Notification of new certificate issuance to subscriber
QSIGN notifies the Subscriber (and, where applicable, RA/enterprise contacts) via the agreed channel with issuance details and activation/pick-up instructions; for remote-QSCD, activation occurs within the certified module.

4.8.5 Conduct constituting acceptance of modified certificate
Acceptance follows article 4.4.1 (explicit acceptance, first successful use, or absence of timely rejection). If rejected, QSIGN disables the certificate and investigates.

4.8.6 Publication of the modified certificate by the CA
Publication follows article 4.4.2 and the service policy (e.g., posting to the Repository for legal-person/seal). Any personal-data publication follows GDPR data-minimization. The replaced certificate’s status is updated (revoked as superseded where applicable).

4.8.7 Notification of certificate issuance by the CA to other entities
QSIGN may notify the RA/LRA and designated enterprise contacts. QSIGN does not notify unrelated third parties unless contractually or legally required; status changes propagate via CRL/OCSP per publication schedules.

4.9 [bookmark: _Toc209982569]Certificate Revocation and Suspension

Revocation permanently ends a certificate’s validity; suspension (if supported) is a temporary “certificateHold” QSIGN provides 24×7 intake for revocation/suspension, authenticates requesters, records evidence, and publishes status via CRL and OCSP (see article 2.3 and articles 7.2–7.3).

4.9.1 Circumstances for revocation
Mandatory when: (a) private-key or QSCD compromise/suspected compromise; (b) subscriber data becomes inaccurate or authorization/mandate ends; (c) misuse or policy breach; (d) court/authority order; (e) CA key/algorithm weakness impacting the certificate; (f) subscriber request; (g) cessation of operation; (h) duplicate/erroneous issuance.

4.9.2 Who can request revocation
Subscriber (or authorized representative), RA/LRA under mandate, QSIGN, competent authority/court, or any party presenting credible evidence of compromise/inaccuracy.

4.9.3 Procedure for revocation request
Requests are submitted via portal/API/phone with callback, or signed email/form; QSIGN authenticates the requester, validates evidence, assigns a ticket/time-stamp, and decides. Reason codes follow RFC 5280 (e.g., keyCompromise, affiliationChanged, superseded, cessationOfOperation). All steps are audit-logged.

4.9.4 Revocation request grace period
None for confirmed/suspected compromise (handled immediately). For non-urgent grounds (e.g., affiliationChanged), requests are accepted any time during the certificate’s validity; historical corrections may be recorded with invalidityDate when evidence supports an earlier compromise.

4.9.5 Time within which CA must process the revocation request
Targets: compromise—enter revocation immediately after authentication (goal ≤ 1 hour); other reasons—decision and publication by end of next business day.

4.9.6 Revocation checking requirement for relying parties
Relying Parties must validate the chain and check status via OCSP or CRL at or before reliance; cached responses may be used only until nextUpdate and must be signature-verified and time-checked.

4.9.7 CRL issuance frequency (if applicable)
QSIGN issues a full CRL at least every 24 hours (CRL nextUpdate ≤ 24h) and may publish interim CRLs after material revocations (see article 2.3).

4.9.8 Maximum latency for CRLs (if applicable)
From revocation approval to CRL availability: ≤ 60 minutes (target). If an interim CRL is not issued, OCSP reflects the change within the OCSP latency in article 4.9.9.

4.9.9 On-line revocation/status checking availability
OCSP provided 24×7, target availability ≥ 99.5% monthly; typical median response < 1 s. Each response includes thisUpdate/nextUpdate (profiled in article 7.3); updates for a new revocation are reflected ≤ 10 minutes after entry in the status database.

4.9.10 On-line revocation checking requirements
OCSP responses are BasicOCSPResponse, signed by a responder cert with EKU id-kp-OCSPSigning; clients must verify signature and chain. Nonce: not required; clients must accept responses without a nonce. Clients must not rely on responses beyond nextUpdate.

4.9.11 Other forms of revocation advertisements available
QSIGN does not use delta/partitioned CRLs or alternative status channels unless announced in the Repository. No stapled OCSP policy is required for document signatures; application-level stapling is out of scope.

4.9.12 Special requirements re key compromise
On compromise/suspected compromise: immediate status change; notify subscriber/admin contact; OCSP updated ≤ 10 minutes; CRL updated ≤ 60 minutes; incident handling per article 5.7; old keys/certs are disabled and investigated.

4.9.13 Circumstances for suspension
QSIGN may place a certificate on certificateHold (temporary suspension) when facts are under verification (e.g., possible compromise or mandate dispute) and revocation may be premature. Suspension is not used for CA compromise or cases requiring immediate revocation.

4.9.14 Who can request suspension
Subscriber or authorized representative; RA/LRA; QSIGN may impose suspension where necessary for safety/compliance.

4.9.15 Procedure for suspension request
Same intake and authentication as revocation; reason recorded as certificateHold; publication via OCSP/CRL is immediate on decision. Lifting suspension uses removeFromCRL and restores “good” status.

4.9.16 Limits on suspension period
Maximum continuous suspension 30 days (or shorter if mandated); if not resolved by then, the certificate is revoked with an appropriate reason (e.g., superseded or privilegeWithdrawn).

4.10 [bookmark: _Toc209982570]Certificate Status Services

4.10.1 Operational characteristics
· CRL: Full CRL issued at least every 24 hours (nextUpdate ≤ 24 h); additional CRLs may be published after material revocations.
· OCSP: Responses are digitally signed by an authorized responder certificate with EKU id-kp-OCSPSigning; they include thisUpdate, nextUpdate, and producedAt. Responses may include the responder’s certificate chain (excluding the root). Clients may cache until nextUpdate and must verify the signature and chain.
· Propagation targets: New revocation → OCSP updated typically ≤ 10 minutes; CRL updated typically ≤ 60 minutes.

4.10.2 Service availability
· OCSP availability: 24×7, target ≥ 99.5% monthly uptime; typical median response time < 1 s.
· CRL availability: Repository 24×7; new CRLs posted per the cadence above.
· Maintenance: Planned windows are announced in the Repository and scheduled to minimize impact; during maintenance, OCSP may remain available but is not guaranteed to meet latency targets.

4.10.3 Optional features
· OCSP Nonce: required; requests may include a nonce
· Delta / partitioned CRLs: Not used (QSIGN publishes full CRLs only).
· OCSP stapling / application-level mechanisms: Out of scope for this CP/CPS (document-signature relying parties must query CRL/OCSP directly).

4.11 [bookmark: _Toc209982571]End of Subscription
Upon expiry or revocation, the Subscriber must cease use of the certificate/private key for the affected purposes, return or disable QSIGN-owned tokens, and follow destruction/retirement guidance. QSIGN retains records per chapter 8.

4.12 [bookmark: _Toc209982572]Key Escrow and Recovery
Not permitted for signing/seal private keys. QSIGN does not escrow or recover Subscriber signing/seal keys (qualified or advanced). (If encryption certificates are ever offered under a separate policy, escrow/recovery rules would be documented in that policy—not in this CP/CPS.)



5. [bookmark: _Toc209982573]Facility, Management, and Operational Controls
5.1 [bookmark: _Toc209982574]Physical Security Controls

5.1.1 Site location and construction
QSIGN’s CA/TSA systems are housed in professional data centers with controlled access zones (public → controlled → secure ops → HSM/vault). Walls/doors are solid-core or reinforced; critical rooms avoid exterior windows and shared walls. Facilities have intrusion detection and environmental monitoring; critical components are mounted in locked racks or cages.

5.1.2 Physical access
Access is role-based and logged, using at least two factors (e.g., badge + biometric/PIN) for secure zones. Visitors require pre-approval, government ID, escort, and entry/exit logs. Access is removed promptly upon role change or termination; logs (CCTV/badge) are retained per policy and reviewed periodically.

5.1.3 Power and air conditioning
Critical rooms use redundant power (UPS N+1 with generator backup, dual A/B feeds to racks). Environmental controls maintain recommended ranges (e.g., 18–27 °C, 40–60% RH) with alarms for deviations. Equipment is on conditioned power with surge protection and orderly shutdown procedures.

5.1.4 Water exposures
Critical rooms are located away from water mains/drains; leak detection is deployed under raised floors and near cooling. Hardware is elevated off floor level; storage media are kept above potential water lines. Documented response procedures address leak isolation and asset protection.

5.1.5 Fire prevention and protection
Early smoke detection (e.g., aspirating/ionization) and clean-agent suppression (e.g., inert gas or equivalent) protect secure rooms; portable extinguishers are provided and inspected. Combustible storage is minimized; hot-work and smoking are prohibited. Suppression and detection systems are tested on a defined schedule.

5.1.6 Media storage
Sensitive media (backup sets, HSM smartcards/tokens, key ceremony records) are stored encrypted in locked containers/ safes within secure zones, under inventory control and dual custody where applicable. Movement of media follows a documented chain-of-custody.

5.1.7 Waste disposal
Sensitive paper is cross-cut shredded or pulped. Electronic media are cryptographically erased and then physically destroyed (e.g., shredding) before disposal; degaussing is not relied upon for SSD/flash. Disposal is logged; certified destruction vendors are used where appropriate.

5.1.8 Off-site backup
Backups are encrypted and stored off-site/geographically separate (or in an approved cloud with equivalent controls), with immutability/WORM where feasible. Access is restricted and logged; restore tests are performed on a defined cadence. Off-site storage locations meet comparable physical controls to the primary site.

5.2 [bookmark: _Toc209982575]Procedural Controls

Operational activities follow documented SOPs with change control, least-privilege access, dual control for sensitive actions, and comprehensive audit logging. Duties are assigned to named individuals with evidence of authorization and training.

5.2.1 Trusted roles
Trusted roles include at least: CA Operator, Security Officer, Compliance/Policy Officer, System/DB Administrator, RA/LRA Officer, OCSP/TSA Operator (if applicable), and Internal Auditor. For each role QSIGN maintains a role description, privileges, appointment record, training record, and removal procedure. Only individuals in a trusted role may perform security-relevant functions (key ceremonies, certificate issuance approval, CRL/OCSP management, HSM administration, configuration of production systems).

5.2.2 Number of persons required per task
The following actions require dual control (two authorized persons) and, where applicable, M-of-N thresholds: (a) CA key generation/activation and any root/issuing-CA key ceremony; (b) HSM security-domain changes (e.g., key import/export, firmware updates); (c) CA certificate/profile changes in production; (d) CRL issuance and OCSP responder key activation; (e) emergency revocation of a CA certificate; (f) backup/restore of CA private keys. Routine, low-risk tasks may be performed by a single authorized person but must be logged and, when applicable, approved via change control.

5.2.3 Identification and authentication for each role
All trusted-role actions use unique, individualized accounts (no shared IDs), MFA for privileged access, and session logging. Privileged access is brokered through approved mechanisms (e.g., PAM/bastion, change ticket) and is permitted only from managed devices over trusted networks (e.g., VPN with device posture). Emergency “break-glass” access is time-bound, dual-approved, and reviewed post-facto. Credentials/activation data are generated, stored, rotated, and revoked under documented procedures; access is immediately removed upon role change or termination.

5.2.4 Roles requiring separation of duties
No single individual may (a) request, approve, and issue a certificate; (b) develop, approve, and deploy a production change; (c) operate HSMs and simultaneously serve as Compliance/Audit; (d) administer identity repositories and also act as RA approver for the same identities; (e) approve their own access or changes. At minimum, Security Officer and CA Operator are separate roles; Internal Auditor/Compliance is organizationally independent of operations; Developers have no direct production access. Conflicts are documented in a SoD matrix, reviewed at least annually.

5.3 [bookmark: _Toc209982576]Personnel Controls

QSIGN appoints only vetted, trained individuals to trusted roles; access follows least-privilege, need-to-know, and segregation-of-duties principles. Records of hiring, vetting, training, authorization, and termination are maintained.

5.3.1 Qualifications, experience, and clearance requirements
Trusted roles require relevant education/experience (e.g., PKI/HSM operations for CA Operators; compliance/audit for Policy/Compliance roles), knowledge of this CP/CPS and applicable ETSI/eIDAS/GDPR obligations, and management approval. Personnel must sign confidentiality and acceptable-use agreements.

5.3.2 Background check procedures
Pre-employment screening includes identity verification, employment/education checks, criminal record checks where lawful, and sanctions/PEP screening. Re-screening is performed periodically (e.g., every 3 years) or upon role change. Adverse findings are risk-assessed and documented.

5.3.3 Training requirements
Before being granted production access, personnel complete onboarding covering: information security, secure operations, incident/escrow rules (if any), privacy/GDPR, this CP/CPS and SOPs, plus role-specific modules (e.g., key ceremonies, CRL/OCSP operations, subscriber vetting).

5.3.4 Retraining frequency and requirements
Annual refresher training is mandatory, with additional training after material policy/technology changes or post-incident. Completion is tracked; failed assessments require remedial training before duties resume.

5.3.5 Job rotation frequency and sequence
Where applicable, sensitive operational roles follow planned rotation and/or mandatory vacation to reduce fraud/insider risk while maintaining continuity. Rotation plans are documented and approved; handovers are logged.

5.3.6 Sanctions for unauthorized actions
Violations of policy, misuse of privileges, or negligence trigger disciplinary action proportional to severity—up to immediate access revocation, termination, and legal action. Incidents are investigated and corrective actions recorded.

5.3.7 Independent contractor requirements
Contractors/temps must meet the same vetting, NDA, and training obligations as employees, with clearly defined scopes, expiration dates for access, and named QSIGN supervisors. Unescorted access to secure areas/HSMs is prohibited unless explicitly authorized and logged.

5.3.8 Documentation supplied to personnel
Personnel receive and acknowledge current versions of: CP/CPS (and TSPS/TSA Policy if applicable), Security Policy/SoA, Key Ceremony/Operations Manuals, Incident Response and DR/BCP plans, Access Control and Acceptable-Use Policies, and data-protection/GDPR guidance. Updates are distributed promptly and acknowledgments retained.

5.4 [bookmark: _Toc209982577]Audit Logging Procedures
QSIGN maintains continuous, tamper-evident audit logging for all security-relevant events across CA/RA/OCSP (and TSA, if applicable). Logs are centrally collected, time-synchronized, integrity-protected, access-controlled, and reviewed on a defined cadence.

5.4.1 Types of events recorded
Security events (authN/authZ, MFA, privilege use), configuration and policy changes, key-management actions (generation, activation, backup/restore, destruction), certificate lifecycle actions (apply/approve/issue/revoke/suspend/unsuspend), RA decisions, CRL/OCSP issuance/updates, system events (reboots, patches), time-source changes, and incident workflow steps.

5.4.2 Frequency of processing log
Collection is real-time; integrity verification and correlation run continuously. High-severity alerts are acted on immediately; operator reviews occur daily; full trend/exception reviews weekly (or more often when risk dictates).

5.4.3 Retention period for audit log
Retained per 5.5.2 (Records archival) and applicable law/regulation; never less than the longest reliance/evidence period defined for the service. (TSA/TST-relevant evidence follows the longer retention defined in the Evidence Retention Schedule.)

5.4.4 Protection of audit log
Logs are append-only (WORM/immutability or equivalent controls), cryptographically time-stamped or chained, and stored under RBAC with least-privilege. Transport/storage is encrypted; integrity is verified periodically; admin access is fully logged.

5.4.5 Audit log backup procedures
Backups occur at least daily, are encrypted, tested for restore, and stored off-site/geographically separate (or on approved immutable storage). Backup/restore actions are dual-controlled where applicable and audit-logged.

5.4.6 Audit collection system (internal vs. external)
A centralized SIEM/log pipeline ingests events from trusted collectors; secure time synchronization is enforced. Where managed services are used, contractual controls ensure confidentiality, integrity, availability, and log ownership.

5.4.7 Notification to event-causing subject
Where required (e.g., account lockout, unusual login), users/admins are notified via defined channels. Security incidents follow 5.7 (Compromise & disaster recovery); notifications to authorities/clients follow applicable obligations (e.g., eIDAS Art. 19) and incident procedures.

5.4.8 Vulnerability assessments
Regular vulnerability scans and configuration/hardening checks are performed; findings are risk-rated with remediation SLAs and tracked to closure. Results and exceptions are logged and reviewed by Security/Compliance.

5.5 [bookmark: _Toc209982578]Records Archival
QSIGN preserves reliance/evidence records in a controlled archive that is integrity-protected, access-controlled, and recoverable for the entire retention period defined by policy and law.

5.5.1 Types of records archived
Applications and identity evidence; RA decisions and approvals; key-ceremony artifacts (scripts, videos, forms); CA/OCSP/TSA keys’ lifecycle events; issued/revoked certificates, CRLs, OCSP responses; TSTs (if applicable); configuration baselines and change records; audit logs and incident records; published policies/T&Cs/PDS versions; repository snapshots and notices.

5.5.2 Retention period for archive
Retention follows QSIGN’s Evidence Retention Schedule (aligned with eIDAS/ETSI and contractual requirements) and is never shorter than the longest period needed to support validation, dispute resolution, and audit. Where periods differ by record type (e.g., TSTs vs. RA evidence), the longer period applies.

5.5.3 Protection of archive
Archives are encrypted at rest, integrity-protected (e.g., hash-chaining or digital signatures), and stored under RBAC with least-privilege and segregation of duties. Access, export, and deletion are logged. Sensitive personal data is minimized and processed under GDPR roles/legal bases. Physical protections match article 5.1; cryptographic controls align with article 6.2.

5.5.4 Archive backup procedures
Archives are backed up on a defined cadence, with encrypted, off-site/geographically separate (or immutable/WORM) copies. Periodic restore tests verify readability and integrity; backup/restore actions require dual control where applicable and are audit-logged.

5.5.5 Requirements for time-stamping of records
Evidence packages (e.g., key-ceremony outputs, policy publications, CRL/OCSP snapshots) are time-stamped using a trusted time source (e.g., RFC 3161 TST) or equivalent secure time-sealing so their existence and integrity at/after a given time are provable.

5.5.6 Archive collection system (internal or external)
QSIGN operates a central evidence repository/SIEM and, where managed or cloud services are used, binds providers via contracts to confidentiality, integrity, availability, data location, and right of audit requirements. Data flows, formats, and retention are documented.

5.5.7 Procedures to obtain and verify archive information
Retrieval is controlled via ticket and dual authorization. Returned packages include hash manifests, time-stamps, and (where applicable) signature chains to enable independent verification. Chain-of-custody is recorded end-to-end. Disclosures follow legal/contractual rules and privacy obligations.

5.6 [bookmark: _Toc209982579]Key Changeover
QSIGN performs planned key rollovers to maintain crypto strength and continuity of trust. Changeover covers Root/Issuing CA keys and technical responder keys (e.g., OCSP). Subscriber key changes are handled in 4.7 (Re-key).

a) Strategy & triggers
Planned rollover: crypto policy updates, key-age limits, or lifecycle end.
Emergency rollover: suspected/confirmed compromise → handled per 5.7 with immediate containment and notification.
Rollovers are announced in the Repository with effective dates, affected CAs, and new certificate fingerprints/serials.
b) Issuing CA key rollover
Generate the new CA key inside an HSM under M-of-N dual control (documented ceremony).
Issue a new CA certificate (from the same Root) and publish it (AIA “caIssuers” object, Repository).
Cutover: from the effective date, all new end-entity certs are issued by the new CA.
Overlap: the old CA remains online only to maintain its CRL/OCSP for previously issued certs until they expire or are revoked; it does not issue new certs.
CRL/OCSP continuity: both old-CA and new-CA status services operate in parallel; URLs remain stable.
Documentation: update chain files, trust bundles, and the CP/CPS profile tables (article 7.1.7 ff.) with the new CA details.
c) Root key rollover
Performed offline under a full ceremony. The new Root becomes the trust anchor on its activation date.
If ecosystem continuity requires, QSIGN may publish cross-certificates or a transition guide; otherwise, distribution of the new Root certificate via the Repository suffices.
The retired Root may publish a final CRL (if you issue root CRLs) and is then archived.
d) OCSP responder key rollover
Deploy a new OCSP responder certificate (EKU id-kp-OCSPSigning); run old and new responders in parallel during a brief overlap to avoid gaps.
If id-pkix-ocsp-nocheck is used, keep responder cert validity short-lived and rotate proactively.
No change to relying-party endpoints; only the responder cert/chain changes.
e) CRL numbering & locations
Each CA maintains its own CRL number series. New CA = new series; old CA continues its series until all issued certs expire/revoke.
CDP/AIA URLs remain stable; repository paths are version-tolerant (don’t change filenames mid-lifecycle).
f) Evidence, records, and notice
All ceremonies (scripts, photos/video, forms, hashes) are archived per 5.5 and time-stamped.
Publish a Rollover Notice in the Repository with: effective date/time, CA subject/serial/SKI/AKI, chain files, and path-building guidance. Provide at least 30 days’ advance notice for planned rollovers.
g) Out-of-scope
Subscriber renewal/re-key behavior is defined in 4.6/4.7; TSA/TSU key rollovers (if applicable) are profiled in the TSA Policy/Practice.


5.7 [bookmark: _Toc209982580]Compromise and Disaster Recovery
QSIGN maintains an incident response and business-continuity program covering detection, containment, eradication, recovery, notification, and post-incident review for events affecting CA/RA/OCSP (and TSA, if applicable). Procedures align with this CP/CPS, the Security Policy/SoA, and applicable law (incl. eIDAS incident notification obligations).

5.7.1 Incident and compromise handling procedures
· Detection & triage: 24×7 monitoring with severity classification (P1–P3).
· Containment: freeze issuance if needed; disable affected accounts/endpoints; isolate hosts; lock/zeroize HSM partitions as required.
· Preserve evidence: capture logs/images; maintain chain-of-custody.
· Eradication & recovery: remove malicious artifacts; rebuild from golden images; validate integrity before returning to service.
· Notifications: timely internal escalation; notify Subscribers/clients if their certificates or data are impacted; notify the competent Supervisory Authority per eIDAS Article 19; notify the data protection authority if a personal-data breach occurs.
· Post-incident: root-cause analysis, corrective actions, control improvements, and management sign-off.

5.7.2 Computing resources, software, and/or data are corrupted
Rebuild affected systems from hardened, signed baselines; restore data from verified, immutable backups; re-establish time sync; verify application/database checksums; run regression tests; obtain dual-person approval before re-connecting to production networks.



5.7.3 Entity private key compromise procedures
· Subscriber key compromise: authenticate request, revoke immediately (reason: keyCompromise; set invalidityDate when supported); update OCSP ≤ 10 min and CRL ≤ 60 min; assist with re-key (article 4.7).
· OCSP/TSA technical key compromise: stop signing, revoke responder/TSU cert, deploy new key/cert, update repositories and chains, and resume service after validation.
· Issuing CA key compromise: halt issuance, publish emergency notice, revoke the CA certificate (or mark as compromised per policy), stand up new issuing CA under the Root with a documented ceremony, and maintain CRL/OCSP for the retired CA until all affected certs expire/revoke.
· Root key compromise: declare P1, cease operations, notify authorities and relying parties, execute emergency root rollover plan (new Root ceremony, publication, path-building guidance), and follow Supervisory Authority instructions.

5.7.4 Business continuity capabilities after a disaster
· Redundancy: geographically separated facilities (or cloud regions), redundant HSMs, replicated repositories, and HA status services.
· Targets: typical RTO—OCSP/CRL ≤ 4 h, issuance services ≤ 24 h; RPO for core CA data ≤ 15 min (or per current BCP).
· Failover: documented runbooks for service cutover; periodic BCP/DR tests with evidence retained (see 5.5).
· Degradation modes: if issuance is suspended, status services remain priority; manual workarounds are pre-approved and logged.
· Review: after each test or real event, record lessons learned and update BCP/IR procedures.


5.8 [bookmark: _Toc209982581]CA or RA termination
QSIGN maintains an orderly termination plan to protect relying parties and subscribers if a Certification Authority (CA) or Registration Authority (RA/LRA) service is discontinued—whether planned, transferred to a successor, or abruptly due to incident or business decision.

a) Triggers
Cessation of operations; merger/transfer; loss of authorization/accreditation; material breach; court/authority order; security incident rendering continued operation unsafe.

b) Immediate controls (freeze and preserve)
Cease issuance/RA approvals for the affected service(s).
Secure private keys/HSMs; suspend access; preserve evidence and logs.
Publish a termination notice in the Repository with scope, dates, and contact details.

c) Notifications
Notify Subscribers/enterprise admins and (if applicable) RAs/LRAs with instructions and timelines.
Notify the Supervisory Authority and conformity assessor as required.
Update any TSL/EUTL references through the competent authority (where applicable).

d) Status service continuity
Maintain CRL/OCSP for all still-valid certificates until they expire or are revoked, per article 2.3 and articles 7.2–7.3. If a successor CA takes over, coordinate path-building guidance and publish new chain files.

e) Subscriber migration
Provide migration options (re-key/re-issue under a successor CA) and deadlines. Where migration is not possible, revoke impacted certificates with an appropriate reason (e.g., cessationOfOperation) and publish promptly.

f) RA/LRA termination specifics
Revoke RA device certificates/credentials, disable RA accounts, collect tokens/media, and archive RA records. If RA functions move to another entity, execute a controlled handover with data minimization and chain-of-custody.



g) Private key destruction
After all obligations are met, zeroize/destroy CA/RA private keys under dual control with witnessed records (including serials/SKIs), unless key material must be retained solely for CRL signing within a limited wind-down. Destruction evidence is archived (article 5.5) and time-stamped.

h) Records & archives
All lifecycle records, logs, and published documents are retained per article 5.5 for the full retention period. If QSIGN ceases to exist, archives are transferred to a trusted custodian designated by contract or authority.

i) Public information
Keep the Repository online (or mirrored by a custodian) with final CP/CPS, termination notice, CRLs, OCSP information, and validation guidance for auditors/relying parties.

j) Surviving obligations
Confidentiality, privacy, IP, liability limitations, and dispute terms continue as stated in chapter 9 and service contracts.


6. [bookmark: _Toc209982582]Technical Security Controls

6.1 [bookmark: _Toc209982583]Key Pair Generation and Installation

6.1.1 Key pair generation
CA and OCSP responder keys are generated inside hardware security modules (HSMs) that meet ISO/IEC 19790 / FIPS 140-2 or -3 Level 3 (or recognized equivalent) with role-based access and tamper response. Key ceremonies use documented scripts, dual control, and auditable records.
Subscriber keys (QES/QSeal) are generated and kept in QSCDs (including approved remote QSCD services) certified against standards designated under eIDAS (e.g., EN 419 221/241 family), or—in non-qualified/advanced services—per the applicable EN 319 411-1 CP (e.g., NCP/NCP+).

6.1.2 Private key delivery to subscriber
For Qualified certificates, the Subscriber’s identity (and, for legal persons, mandate) is verified in person by QSIGN/RA/LRA before any QSCD is issued. After successful in-person verification and approval:

· Courier shipment permitted. The personalized QSCD/token, (containing the generated private key) after identification, may be shipped by insured courier to the validated delivery address (or named recipient) recorded at enrollment. In-person pickup remains available as an alternative.
· Tamper-evident & tracked. Devices are sealed in tamper-evident packaging, shipped with tracking, and require recipient identification and signature on delivery. Any sign of tampering → reject package and notify QSIGN immediately.
· Split delivery of activation data. PIN/PUK/activation data are never shipped in the same package as the QSCD. They are provided out-of-band (e.g., portal with MFA/SMS, or phone call back after knowledge-based checks).
· First use & acceptance. On receipt, the Subscriber must: (i) confirm delivery in the portal, (ii) change the initial PIN/PUK at first use, and (iii) follow device hardening guidance. First successful activation or failure to reject within the stated period constitutes acceptance (see article 4.4.1).
· Loss/damage in transit. Suspected loss, mis-delivery, or tampering triggers immediate blocking of the device profile; QSIGN will revoke any issued certificate (if applicable) and re-issue on a replacement QSCD after verification.
· Records & chain-of-custody. QSIGN retains shipment records (carrier, tracking, recipient, timestamps), activation logs, and Subscriber acknowledgments as evidence (see article 5.5).
· Remote-QSCD services. Where a certified remote-QSCD is used, no physical shipment occurs; activation happens within the remote device under equivalent authentication controls.

(Note: For Advanced/Non-Qualified tokens, the same courier and split-delivery controls apply; identity verification follows article 3 for those profiles.)

6.1.3 Public key delivery to the CA
Subscriber public keys are delivered via CSR/PKCS#10 or equivalent, authenticated to the RA/CA; PoP is verified per article 3.2.1.

6.1.4 CA public key delivery to relying parties
Root and issuing CA certificates are published in the Repository (DER/PEM). Fingerprints and object identifiers are provided for verification.

6.1.5 Key sizes and algorithms
CA keys (Root, Issuing): RSA-4096 (PKCS#1 v1.5 signatures with SHA-256).
OCSP responder keys: RSA-2048 minimum (operational target RSA-3072–4096 for new deployments).
Subscriber keys (QES/QSeal & Advanced):
RSA: 3072–4096 bits, public exponent 65537.
ECDSA: secp256r1 (P-256) or secp384r1 (P-384).
Not permitted: RSA < 2048, DSA, SHA-1/MD5, non-approved curves, export/legacy sizes.


6.1.6 Public key parameter generation and quality checks
Generation environment. CA/OCSP keys are generated in certified HSMs; subscriber keys are generated in QSCD or compliant modules per service policy, with approved DRBG and ≥128-bit entropy.

RSA keys (acceptance checks). Verify modulus length (per §6.1.5), e = 65537, correct CRT parameters (if present), probable-prime tests for p and q (per FIPS/industry practice), and gcd(e, φ(n)) = 1. Reject weak/blacklisted moduli or non-NULL SPKI parameters.

ECDSA keys (acceptance checks). Curve must be P-256 or P-384 (namedCurve in SPKI). Validate public point: not at infinity, on the stated curve, correct order; require uncompressed point encoding.

CSR/PoP validation. The RA/CA verifies the CSR signature with the included public key (proof-of-possession) and enforces that algorithm, size, and parameters match the allowed sets; non-conforming CSRs are rejected.

Documentation. Key-generation ceremonies and acceptance tests are recorded in audit logs; any deviation triggers rejection and incident review.

6.1.7 Key usage purposes (KeyUsage/EKU)
Certificates constrain permitted uses via KeyUsage/EKU consistent with the applicable policy OID (e.g., digitalSignature/contentCommitment for sign/seal; id-kp-OCSPSigning for OCSP). See article 7 profiles.

6.2 [bookmark: _Toc209982584]Private Key Protection and Cryptographic Module Engineering Controls

6.2.1 Module standards and controls
CA/OCSP private keys are held only in certified HSMs with dual control for sensitive operations, enforced authentication, and secure audit logging. Module firmware is vendor-signed and change-controlled.

6.2.2 Multi-person control (n-of-m)
Activation and critical actions (key generation, backup/restore, key activation) require at least two trusted individuals (e.g., 2-of-3).

6.2.3 Private key escrow
Not permitted for sign/seal keys (CA or Subscriber). (If encryption keys are ever offered under a separate policy, escrow rules will be defined in that distinct policy.)

6.2.4 Private key backup
CA/OCSP keys: backed up in encrypted form inside HSM-controlled processes with split knowledge and dual control; backups stored in secure media vaults at a secondary site.

Subscriber keys: no backups for QES/QSeal keys except where the QSCD’s certified design allows secure duplication under sole-control guarantees.

6.2.5 Private key archival
CA private keys are not archived after retirement; they are destroyed per 6.2.9 once no longer needed for validation.

6.2.6 Private key transfer into/from a module
Transfers occur only in encrypted, integrity-protected, and access-controlled form using vendor-approved mechanisms under dual control.

6.2.7 Private key storage on a module
Keys remain resident within certified modules (HSMs/QSCDs). Export of usable private keys is prohibited.

6.2.8 Method of activating private keys
CA/OCSP: activation requires dual control with strong operator authentication and time-bound sessions.
Subscribers: activation via MFA (e.g., PIN + OTP/biometric) appropriate to the device (QSCD) and policy.

6.2.8 Method of deactivating private keys
Keys are deactivated automatically on logout, session timeout, or device removal; for remote QSCD, server-side session hard timeouts apply.

6.2.9 Method of destroying private keys
CA/OCSP: cryptographic zeroization within HSM; destruction logged and witnessed.
Subscribers: upon revocation/retirement or device replacement, tokens are reset or destroyed per vendor guidance; confirmations may be requested.

6.3 [bookmark: _Toc209982585]Other Aspects of Key Pair Management

6.3.1 Public key archival
Issued end-entity certificates and CA/OCSP certificates are archived for evidence per article 8; CA certificates remain available for historic path building.

6.3.2 Operational and usage periods
Operational periods are encoded in certificate validity; usage must cease upon expiry or revocation. CA keys have lifetimes consistent with cryptographic guidance and rollover plans (article 5.6).

6.4 [bookmark: _Toc209982586]Activation Data

6.4.1 Generation and installation
Activation data (PIN/password/OTP seeds) are generated and delivered via secure, separate channels; initial PINs require change at first use.

6.4.2 Protection
Activation data must be kept secret, stored only in secure password vaults or devices, and never shared. Subscriber is responsible for preventing disclosure and for prompt reporting under article 6.1 (Subscriber obligations in T&Cs/ article 6 of CP).

6.4.3 Quality and retry limits
Minimum length/complexity rules apply; retry counters and lockout policies are enforced by QSCD/HSM or access systems.

6.5 [bookmark: _Toc209982587]Computer Security Controls

6.5.1 Technical requirements
Hardened OS builds; least-privilege; secure configuration baselines; patch and vulnerability management; anti-malware/EDR on applicable systems; application whitelisting; secure logging; time-sync; and change control.

6.5.2 Separation of environments
Strict separation between production, staging/test, and development; no production keys or data in non-production environments.

6.5.3 Monitoring and alerting
Centralized log collection and correlation; alerts for policy-defined events (e.g., HSM state changes, failed authentications, privilege escalations).

6.6 [bookmark: _Toc209982588]Life Cycle Technical Controls

6.6.1 Secure development controls
Secure SDLC with code review, dependency management (SBOM), and security testing; cryptographic functions use vetted libraries.

6.6.2 Security management controls
Configuration management (versioned where applicable); documented baselines; periodic access reviews; key ceremony and CA config under change control with approvals.

6.6.3 Vulnerability and patch management
Risk-based timelines; emergency patch process; verification in staging before production; exceptions tracked with compensating controls.


6.7 [bookmark: _Toc209982589]Network Security Controls
Segmentation (admin, CA, OCSP, RA, management, DMZ); deny-by-default firewalls; TLS for all management and publication channels; strong mutual authentication for administrative access (MFA + bastion); DDoS protections for public endpoints; remote access via VPN with device posture checks.

6.8 [bookmark: _Toc209982590]Time-stamping
All PKI systems synchronize time to reliable, authenticated sources (e.g., internal NTP synced to stratum-1/2). Logs, OCSP responses, CRLs, and ceremony records use synchronized time; monotonicity and drift limits are enforced with alerts on deviation.

7. [bookmark: _Toc209982591]Certificate, CRL, and OCSP Profiles
7.1 [bookmark: _Toc209982592]Certificate Profile
7.1.1 Version Number(s)
All end-entity and CA certificates are X.509 v3.
7.1.2 Certificate Extensions


A) QCP-n (Qualified, natural person)

	Extension
	Critical
	Value / Content
	Notes

	basicConstraints
	No
	CA=false
	End-entity only.

	keyUsage
	Yes
	digitalSignature = TRUE; contentCommitment = TRUE; all others FALSE
	For document/data signing with non-repudiation.

	extendedKeyUsage (EKU)
	No
	Absent
	Keep EKU empty unless a relying-party ecosystem mandates one.

	certificatePolicies
	No
	ETSI QCP-n OID 0.4.0.194112.1.0 + QSIGN private policy OID; PolicyQualifier with CP/CPS URL
	OIDs per article 7.1.10; CP/CPS URL points to your Repository.

	qcStatements (EN 319 412-5)
	No
	QcCompliance; QcType = qct-esign; (no QcSSCD in this non-QSCD profile); optional QcRetentionPeriod = 5; optional QcPDS (PDS URLs + languages)
	Use QcSSCD only in the QSCD variant.

	authorityInfoAccess (AIA)
	No
	id-ad-ocsp → http://ocsp.qsign.ro/ca-q-2025/ • id-ad-caIssuers → https://repo.qsign.ro/certs/ca-q-2025.crt
	Replace with your live endpoints if different.

	cRLDistributionPoints (CDP)
	No
	https://crl.qsign.ro/ca-q-2025.crl
	CRL freshness per article 2.3.

	authorityKeyIdentifier (AKI)
	No
	KeyIdentifier of issuing CA (CA-Q-2025)
	Aids path building.

	subjectKeyIdentifier (SKI)
	No
	Hash of subject public key
	Key management.

	subjectAltName (SAN)
	No
	Absent by default (add only verified items, e.g., email, if policy allows)
	Include only if verified and needed.

	nameConstraints / policyConstraints
	—
	Not present
	Include only if an external profile mandates.

	Subject DN (profile note)
	—
	givenName, surname and/or commonName (natural person)
	Must match verified identity.



B) QCP-n-QSCD (Qualified, natural person, QSCD)

	Extension
	Critical
	Value / Content
	Notes

	basicConstraints
	No
	CA=false
	End-entity only.

	keyUsage
	Yes
	digitalSignature = TRUE; contentCommitment = TRUE; all others FALSE
	For document/data signing with non-repudiation.

	extendedKeyUsage (EKU)
	No
	Absent
	Keep EKU empty unless a relying-party ecosystem mandates one.

	certificatePolicies
	No
	ETSI QCP-n-QSCD policy OID + QSIGN private policy OID; PolicyQualifier with CP/CPS URL
	OIDs per article 7.1.10; URL points to your CP/CPS in the Repository.

	qcStatements (EN 319 412-5)
	No
	QcCompliance; QcType = qct-esign; QcSSCD (present); optional QcRetentionPeriod = 5; optional QcPDS (PDS URLs + languages)
	QcSSCD flag MUST be present (QSCD/remote-QSCD).

	authorityInfoAccess (AIA)
	No
	id-ad-ocsp → http://ocsp.qsign.ro/ca-q-2025/ • id-ad-caIssuers → https://repo.qsign.ro/certs/ca-q-2025.crt
	Replace with your live endpoints if different.

	cRLDistributionPoints (CDP)
	No
	https://crl.qsign.ro/ca-q-2025.crl
	CRL freshness per article 2.3.

	authorityKeyIdentifier (AKI)
	No
	KeyIdentifier of issuing CA (CA-Q-2025)
	Aids path building.

	subjectKeyIdentifier (SKI)
	No
	Hash of subject public key
	Key management.

	subjectAltName (SAN)
	No
	Absent by default (add only verified items, e.g., email, if policy allows)
	Include only if verified and needed.

	nameConstraints / policyConstraints
	—
	Not present
	Include only if an external profile mandates.

	Subject DN (profile note)
	—
	givenName, surname and/or commonName (natural person)
	Must match verified identity.






C) QCP-l (Qualified, legal person / QSeal)

	Extension
	Critical
	Value / Content
	Notes

	basicConstraints
	No
	CA=false
	End-entity only.

	keyUsage
	Yes
	digitalSignature = TRUE; contentCommitment = TRUE; all others FALSE
	For document/data sealing with non-repudiation.

	extendedKeyUsage (EKU)
	No
	Absent
	Keep EKU empty unless a relying-party ecosystem mandates one.

	certificatePolicies
	No
	ETSI QCP-l OID 0.4.0.194112.1.1 + QSIGN private policy OID; PolicyQualifier with CP/CPS URL
	OIDs per article 7.1.10; CP/CPS URL points to your Repository.

	qcStatements (EN 319 412-5)
	No
	QcCompliance; QcType = qct-eseal; (no QcSSCD in this non-QSCD profile); optional QcRetentionPeriod = 5; optional QcPDS (PDS URLs + languages)
	Use QcSSCD only in the QSCD variant.

	authorityInfoAccess (AIA)
	No
	id-ad-ocsp → http://ocsp.qsign.ro/ca-q-2025/ • id-ad-caIssuers → https://repo.qsign.ro/certs/ca-q-2025.crt
	Replace with your live endpoints if different.

	cRLDistributionPoints (CDP)
	No
	https://crl.qsign.ro/ca-q-2025.crl
	CRL freshness per article 2.3.

	authorityKeyIdentifier (AKI)
	No
	KeyIdentifier of issuing CA (CA-Q-2025)
	Aids path building.

	subjectKeyIdentifier (SKI)
	No
	Hash of subject public key
	Key management.

	subjectAltName (SAN)
	No
	Absent by default (add only verified items if policy allows)
	Include only if verified and needed.

	nameConstraints / policyConstraints
	—
	Not present
	Include only if an external profile mandates.

	Subject DN (profile note)
	—
	Must include O (organizationName) and organizationIdentifier (2.5.4.97) per EN 319 412; other attributes only if verified
	Seal identifies a legal person (not an individual).



D) QCP-l-QSCD (Qualified, legal person / QSeal, QSCD)

	Extension
	Critical
	Value / Content
	Notes

	basicConstraints
	No
	CA=false
	End-entity only.

	keyUsage
	Yes
	digitalSignature = TRUE; contentCommitment = TRUE; all others FALSE
	For document/data sealing (non-repudiation).

	extendedKeyUsage (EKU)
	No
	Absent
	Keep EKU empty unless a relying-party ecosystem mandates one.

	certificatePolicies
	No
	ETSI QCP-l-QSCD OID 0.4.0.194112.1.3 + QSIGN private policy OID; PolicyQualifier with CP/CPS URL
	OIDs per article 7.1.10.

	qcStatements (EN 319 412-5)
	No
	QcCompliance; QcType = qct-eseal; QcSSCD (present); optional QcRetentionPeriod = 5; optional QcPDS (PDS URLs + languages)
	QSCD (incl. remote QSCD) must be asserted here.

	authorityInfoAccess (AIA)
	No
	id-ad-ocsp → http://ocsp.qsign.ro/ca-q-2025/ • id-ad-caIssuers → https://repo.qsign.ro/certs/ca-q-2025.crt
	Replace with your live endpoints if different.

	cRLDistributionPoints (CDP)
	No
	https://crl.qsign.ro/ca-q-2025.crl
	CRL freshness per article 2.3.

	authorityKeyIdentifier (AKI)
	No
	KeyIdentifier of issuing CA (CA-Q-2025)
	Path building.

	subjectKeyIdentifier (SKI)
	No
	Hash of subject public key
	Key management.

	subjectAltName (SAN)
	No
	Absent by default (add only verified items if policy allows)
	Optional and verified only.

	nameConstraints / policyConstraints
	—
	Not present
	Include only if an external profile mandates.

	Subject DN (profile note)
	—
	Must include O (organizationName) and organizationIdentifier (2.5.4.97) per EN 319 412; other attributes only if verified
	Identifies a legal person.





E) Advanced – natural person (AdES)

	Extension
	Critical
	Value / Content
	Notes

	basicConstraints
	No
	CA=false
	End-entity only.

	keyUsage
	Yes
	digitalSignature = TRUE; contentCommitment = **TRUE`; all others FALSE
	For document/data signing (AdES).

	extendedKeyUsage (EKU)
	No
	Absent
	Keep EKU empty unless a relying-party ecosystem mandates one.

	certificatePolicies
	No
	QSIGN policy OID (NCP or NCP+) with PolicyQualifier id-qt-cps → CP/CPS URL
	Clearly marked non-qualified.

	qcStatements (EN 319 412-5)
	—
	Absent
	QCStatements are only for qualified certs.

	authorityInfoAccess (AIA)
	No
	id-ad-ocsp → http://ocsp.qsign.ro/ca-a-2025/ • id-ad-caIssuers → https://repo.qsign.ro/certs/ca-a-2025.crt
	Replace with your live endpoints if different.

	cRLDistributionPoints (CDP)
	No
	https://crl.qsign.ro/ca-a-2025.crl
	CRL freshness per article 2.3.

	authorityKeyIdentifier (AKI)
	No
	KeyIdentifier of issuing CA (CA-A-2025)
	Path building.

	subjectKeyIdentifier (SKI)
	No
	Hash of subject public key
	Key management.

	subjectAltName (SAN)
	No
	Absent by default (add only verified items, e.g., email, if policy allows)
	Optional and verified-only.

	nameConstraints / policyConstraints
	—
	Not present
	Include only if an external profile mandates.

	Subject DN (profile note)
	—
	givenName, surname and/or commonName (natural person)
	Must match verified identity (AdES context).



F) Advanced – legal person (AdESeal)

	Extension
	Critical
	Value / Content
	Notes

	basicConstraints
	No
	CA=false
	End-entity only.

	keyUsage
	Yes
	digitalSignature = TRUE; contentCommitment = TRUE; all others FALSE
	For document/data sealing (AdESeal).

	extendedKeyUsage (EKU)
	No
	Absent
	Keep EKU empty unless a relying-party ecosystem mandates one.

	certificatePolicies
	No
	QSIGN policy OID (NCP or NCP+) with PolicyQualifier id-qt-cps → CP/CPS URL
	Must be clearly marked non-qualified.

	qcStatements (EN 319 412-5)
	—
	Absent
	QCStatements apply to qualified certs only.

	authorityInfoAccess (AIA)
	No
	id-ad-ocsp → http://ocsp.qsign.ro/ca-a-2025/ • id-ad-caIssuers → https://repo.qsign.ro/certs/ca-a-2025.crt
	Replace with your live endpoints if different.

	cRLDistributionPoints (CDP)
	No
	https://crl.qsign.ro/ca-a-2025.crl
	CRL freshness per article 2.3.

	authorityKeyIdentifier (AKI)
	No
	KeyIdentifier of issuing CA (CA-A-2025)
	Path building.

	subjectKeyIdentifier (SKI)
	No
	Hash of subject public key
	Key management.

	subjectAltName (SAN)
	No
	Absent by default (add only verified items if policy allows)
	Optional and verified-only.

	nameConstraints / policyConstraints
	—
	Not present
	Include only if an external profile mandates.

	Subject DN (profile note)
	—
	Must include O (organizationName); organizationIdentifier (2.5.4.97) optional for NCP/NCP+ but may be included if your policy requires it; other attributes only if verified
	Identifies a legal person (not an individual).









G) Non-qualified – natural person

	Extension
	Critical
	Value / Content
	Notes

	basicConstraints
	No
	CA=false
	End-entity only.

	keyUsage
	Yes
	digitalSignature = TRUE; contentCommitment = TRUE; all others FALSE
	For document/data signing (demo).

	extendedKeyUsage (EKU)
	No
	Absent
	Keep EKU empty unless a demo relying-party ecosystem mandates one.

	certificatePolicies
	No
	QSIGN demo OID (non-qualified) with PolicyQualifier id-qt-cps → CP/CPS (lab) URL
	Clearly mark demo / not for production.

	qcStatements
	—
	Absent
	QCStatements are only for qualified certs.

	authorityInfoAccess (AIA)
	No
	id-ad-ocsp → http://ocsp.qsign.ro/ca-a-2025/ or lab OCSP; id-ad-caIssuers → https://repo.qsign.ro/certs/ca-a-2025.crt or lab URL
	Use lab endpoints if this is a closed test PKI.

	cRLDistributionPoints (CDP)
	No
	https://crl.qsign.ro/ca-a-2025.crl or lab CRL URL
	CRL freshness per article 2.3.

	authorityKeyIdentifier (AKI)
	No
	KeyIdentifier of issuing CA (CA-A-2025)
	Path building.

	subjectKeyIdentifier (SKI)
	No
	Hash of subject public key
	Key management.

	subjectAltName (SAN)
	No
	Absent by default (add only verified items if demo profile requires)
	Optional, verified-only.

	nameConstraints / policyConstraints
	—
	Not present
	Include only if a demo profile mandates.

	Subject DN (profile note)
	—
	givenName, surname and/or commonName (natural person)
	Matches verified (demo) identity.




H) Non-qualified – legal person

	Extension
	Critical
	Value / Content
	Notes

	basicConstraints
	No
	CA=false
	End-entity only.

	keyUsage
	Yes
	digitalSignature = TRUE; contentCommitment = TRUE; all others FALSE
	For document/data sealing (demo).

	extendedKeyUsage (EKU)
	No
	Absent
	Keep EKU empty unless a demo relying-party stack mandates one.

	certificatePolicies
	No
	QSIGN demo OID (non-qualified) with PolicyQualifier id-qt-cps → CP/CPS (lab) URL
	Clearly mark demo / not for production reliance.

	qcStatements
	—
	Absent
	QCStatements are only for qualified certs.

	authorityInfoAccess (AIA)
	No
	id-ad-ocsp → http://ocsp.qsign.ro/ca-a-2025/ or lab OCSP; id-ad-caIssuers → https://repo.qsign.ro/certs/ca-a-2025.crt or lab URL
	Use lab endpoints if this is a closed test PKI.

	cRLDistributionPoints (CDP)
	No
	https://crl.qsign.ro/ca-a-2025.crl or lab CRL URL
	CRL freshness per article 2.3.

	authorityKeyIdentifier (AKI)
	No
	KeyIdentifier of issuing CA (CA-A-2025)
	Path building.

	subjectKeyIdentifier (SKI)
	No
	Hash of subject public key
	Key management.

	subjectAltName (SAN)
	No
	Absent by default (add only verified items if demo policy allows)
	Optional, verified-only.

	nameConstraints / policyConstraints
	—
	Not present
	Include only if a demo profile mandates.

	Subject DN (profile note)
	—
	Must include O (organizationName); organizationIdentifier (2.5.4.97) optional for demo but may be included if your policy requires it
	Identifies a legal person.






A-CA) Issuing CA (CA-Q-2025) for QCP-n, QCP-n-QSCD, QCP-l, QCP-l-QSCD

	Extension
	Critical
	Value / Content
	Notes

	basicConstraints
	Yes
	CA=true, pathLenConstraint=0
	Issuing CA; no subordinate CAs.

	keyUsage
	Yes
	keyCertSign = TRUE; cRLSign = TRUE; others FALSE
	Required for a CA certificate.

	extendedKeyUsage (EKU)
	—
	Absent
	CA certs normally omit EKU.

	certificatePolicies
	No
	CPS URL as PolicyQualifier (and, if used, QSIGN CA policy OID [insert])
	OID optional; do not reuse end-entity QCP OIDs.

	authorityInfoAccess (AIA)
	No
	id-ad-ocsp → http://ocsp.qsign.ro/ca-q-2025/ • id-ad-caIssuers → https://repo.qsign.ro/certs/ca-2025.crt (Root CA cert)
	Lets clients fetch issuer (Root) and query OCSP.

	cRLDistributionPoints (CDP)
	No
	https://crl.qsign.ro/ca-q-2025.crl
	CRL for this issuing CA.

	authorityKeyIdentifier (AKI)
	No
	KeyIdentifier of QSIGN ROOT CA 2025
	Aids chain building.

	subjectKeyIdentifier (SKI)
	No
	Present (hash of CA-Q-2025 SPKI)
	For rollover/management.

	nameConstraints
	—
	Not present
	Only include if a relying-party profile mandates.

	policyConstraints
	—
	Not present
	Typically unused for this scope.



B-CA) Issuing CA (CA-A-2025) for AdES, AdESeal, NCN NCL

	Extension
	Critical
	Value / Content
	Notes

	basicConstraints
	Yes
	CA=true, pathLenConstraint=0
	Issuing CA; no subordinate CAs.

	keyUsage
	Yes
	keyCertSign = TRUE; cRLSign = TRUE; others FALSE
	Required for CA certs.

	extendedKeyUsage (EKU)
	—
	Absent
	CA certs normally omit EKU.

	certificatePolicies
	No
	CPS URL as PolicyQualifier and/or QSIGN CA policy OID (non-qualified scope)
	Do not use end-entity NCP/NCP+ OIDs here.

	authorityInfoAccess (AIA)
	No
	id-ad-ocsp → http://ocsp.qsign.ro/ca-a-2025/ • id-ad-caIssuers → https://repo.qsign.ro/certs/ca-2025.crt (Root CA)
	Lets clients fetch issuer and query OCSP.

	cRLDistributionPoints (CDP)
	No
	https://crl.qsign.ro/ca-a-2025.crl
	CRL for this issuing CA.

	authorityKeyIdentifier (AKI)
	No
	KeyIdentifier of QSIGN ROOT CA 2025
	Chain building.

	subjectKeyIdentifier (SKI)
	No
	Present (hash of CA-A-2025 SPKI)
	Rollover/management.

	nameConstraints
	—
	Not present
	Include only if a relying-party profile mandates.

	policyConstraints
	—
	Not present
	Typically unused.




















C-CA) Issuing CA (CA -2025) for CA-A-2025, CA-Q-2025

	Extension
	Critical
	Value / Content
	Notes

	basicConstraints
	Yes
	CA=true; pathLenConstraint absent
	Standard for a root CA.

	keyUsage
	Yes
	keyCertSign = TRUE; cRLSign = TRUE; others FALSE
	Required for CA keys.

	extendedKeyUsage (EKU)
	—
	Absent
	Roots typically omit EKU.

	certificatePolicies
	No
	(Optional) CPS URL as PolicyQualifier
	Don’t place end-entity policy OIDs here.

	authorityInfoAccess (AIA)
	—
	Absent
	Roots don’t point to issuers/OCSP.

	cRLDistributionPoints (CDP)
	No
	(Optional) https://crl.qsign.ro/ca-2025.crl
	Include only if you publish a root CRL.

	authorityKeyIdentifier (AKI)
	No
	Present — equals SKI (self-signed)
	Common for roots.

	subjectKeyIdentifier (SKI)
	No
	Present (hash of root SPKI)
	Aids rollover/management.

	nameConstraints / policyConstraints
	—
	Not present
	Use only if a specific ecosystem mandates.



	Field
	Value / Content

	Version
	X.509 v3 (self-signed)

	Subject
	CN=QSIGN ROOT CA 2025, O=QSIGN SRL, C=RO

	Issuer
	Same as Subject (self-signed)

	Validity
	23 Sep 2025 → 22 Sep 2045

	SPKI
	RSA 4096 (public exponent 65537)

	Signature Algorithm
	sha256WithRSAEncryption (per article 6)

	Applies to
	Trust anchor. Issues only issuing-CA certificates (CA-A-2025, CA-Q-2025). 
Does not issue end-entity or OCSP responder certs.



7.1.3 Algorithm Object Identifiers

Root CA (CA-2025) → sha256WithRSAEncryption (OID 1.2.840.113549.1.1.11) using RSA-4096.

Issuing CAs (CA-Q-2025, CA-A-2025) → sha256WithRSAEncryption (OID above) using RSA-4096.

CRLs (from each issuing CA) → signed with the issuing CA key using sha256WithRSAEncryption.

For CA-Q-2025: responder ocsp-ca-q-2025, RSA-2048, sha256WithRSAEncryption.

For CA-A-2025: responder ocsp-ca-a-2025, RSA-2048, sha256WithRSAEncryption.

7.1.4 Name Forms

QES (natural person): givenName, surname, and/or commonName (CN); optional attributes appear only if verified.

QSeal (legal person): organizationName (O) and organizationIdentifier (2.5.4.97) encoded per EN 319 412

Issuer is the applicable QSIGN Issuing CA (see 1.2).

7.1.5 Name Constraints

As stated in each certificate; set per policy/profile.

QES: natural person’s name; optional org attributes only if verified.

QSeal: legal person’s O and organizationIdentifier (e.g., VATRO-…); optional role/authorization attributes only if verified and supported by policy.


7.1.6 Certificate Policy Object Identifier

	Certificate type
	ETSI Policy OID
	QSIGN Policy OID

	QCP-n (qualified natural person)
	0.4.0.194112.1.0
	1.3.6.1.4.1.59019.1.411.1

	QCP-l (qualified legal person / seal)
	0.4.0.194112.1.1
	1.3.6.1.4.1.59019.1.411.2

	QCP-n-QSCD
	0.4.0.194112.1.2
	1.3.6.1.4.1.59019.1.411.3

	QCP-l-QSCD
	0.4.0.194112.1.3
	1.3.6.1.4.1.59019.1.411.4

	Advanced – natural person (AdES)
	—
	1.3.6.1.4.1.59019.1.322.2

	Advanced – legal person (AdESeal)
	—
	1.3.6.1.4.1.59019.1.322.1

	Non-qualified – natural (internal/demo)
	—
	1.3.6.1.4.1.59019.1.321.2

	Non-qualified – legal (internal/demo)
	—
	1.3.6.1.4.1.59019.1.321.1




Each certificate also carries a CPS/CPP URL qualifier pointing to CP/CPS 
https://repo.qsign.ro/cpp-pki-en.pdf

Portal issuance / remote signing applies solely to the AdES / NCP/NCP+ policy OIDs; QCP OIDs exclude portal video KYC and portal signing.

7.1.7 Usage of Policy Constraints Extension

QSIGN does not include the X.509 PolicyConstraints extension (OID 2.5.29.36) in end-entity or issuing-CA certificates. In particular, requireExplicitPolicy and inhibitPolicyMapping are not set. If future cross-domain/bridge use requires PolicyConstraints, the values and scope will be explicitly profiled in an updated CP/CPS and announced in the Repository.

7.1.8 Policy Qualifiers Syntax and Semantics		

(a) CPS pointer (used). Where the certificatePolicies extension is present, QSIGN may include PolicyQualifierInfo = id-qt-cps (1.3.6.1.5.5.7.2.1) with a HTTPS URI to the current CP/CPS (durable, publicly accessible). The CPS pointer explains the policy; it does not expand the rights granted by the policy OID.

(b) userNotice (not used). QSIGN does not use id-qt-unotice (1.3.6.1.5.5.7.2.2) in production certificates (no disclaimers/consent text embedded in certs).

(c) Which OIDs get qualifiers.

· Qualified (QCP-*): certificatePolicies lists the applicable ETSI QCP OID and a QSIGN private policy OID. The CPS pointer, if present, qualifies the QSIGN private policy OID (and may also qualify the ETSI OID for convenience).
· Advanced / non-qualified (NCP/NCP+): certificatePolicies lists the QSIGN policy OID; CPS pointer may be present.
· CA certificates: may carry a CPS pointer (qualifier) for traceability; no end-entity policy OIDs appear in CA certs.

(d) Languages / persistence. The CPS URI resolves to a stable landing page (English controlling text). Historic versions remain available for validation.

7.1.9 Processing Semantics for Critical Certificate Policy Extensions

(a) Criticality. QSIGN marks certificatePolicies as non-critical in end-entity and CA certificates. Therefore, no special critical-extension processing is required beyond RFC 5280.

(b) Reliance rule. Relying Parties must verify that at least one recognized policy OID in the certificate matches the intended use:

· Qualified reliance requires the appropriate ETSI QCP OID (e.g., QCP-n / QCP-l / QSCD variants).

· Advanced/non-qualified reliance uses the published QSIGN policy OID (NCP/NCP+ scope).

When both an ETSI QCP OID and a QSIGN private OID appear, they are consistent; the ETSI OID conveys the qualified status, the QSIGN OID provides local profiling.

(c) anyPolicy and mappings. QSIGN does not rely on anyPolicy (2.5.29.32.0), policy mapping, or policyConstraints in end-entity paths. If a relying environment imposes additional policy-processing rules, those are out of scope of this CP/CPS and must not contradict the OID semantics stated here.

(d) Unrecognized critical policy extensions. If a certificate ever contains an unrecognized critical policy-related extension, relying parties must treat the certificate as invalid per RFC 5280.

7.2 [bookmark: _Toc209982593]CRL Profile

7.2.1 Version Number(s)

CRLs are X.509 v2 objects (RFC 5280), DER-encoded and signed by the issuing CA. Each CRL includes thisUpdate and nextUpdate; the maximum interval and issuance cadence are as stated in article 2.3. Delta CRLs / partitioned CRLs: not used.

7.2.2 CRL and CRL Entry Extensions

(a) ca-a-2025.crl; issuer QSIGN Advanced 2025 CA

	Extension
	Critical
	Value / Content
	Notes

	authorityKeyIdentifier
	No
	keyIdentifier = as in crl
	Matches issuer SKI

	issuerAltName (2.5.29.18)
	No
	Present (GeneralNames = empty)
	Informational only

	cRLNumber
	No
	1
	Monotonic per CA



(b) ca-q-2025.crl; issuer QSIGN Qualified 2025 CA

	Extension
	Critical
	Value / Content
	Notes

	authorityKeyIdentifier
	No
	keyIdentifier =  as in crl
	Matches issuer SKI

	issuerAltName (2.5.29.18)
	No
	Present (GeneralNames = empty)
	Informational only

	cRLNumber
	No
	2
	Monotonic per CA



(c) ca-2025.crl; issuer QSIGN ROOT CA 2025

	Extension
	Critical
	Value / Content
	Notes

	authorityKeyIdentifier
	No
	keyIdentifier = as in crl
	Matches root SKI

	issuerAltName (2.5.29.18)
	No
	Present (GeneralNames = empty)
	Informational only

	cRLNumber
	No
	1
	Monotonic per CA


7.3 [bookmark: _Toc209982594]OCSP profile

7.3.1 Version Number(s)

OCSP conforms to RFC 6960 (version 1) using BasicOCSPResponse. Responses are signed by a certificate with EKU id-kp-OCSPSigning; ResponderID is byName. Each response includes thisUpdate, nextUpdate, and producedAt; the maximum response validity window is defined in article 2.3. 

7.3.2 OCSP Extensions

Issuing CA OCSP Responder Certificate — ocsp-ca-a-2025 (advanced)

	Extension
	Critical
	Value / Content
	Notes

	basicConstraints
	No
	CA=false
	Must not be a CA.

	keyUsage
	Yes
	digitalSignature = TRUE; all others FALSE
	Required by RFC 6960 profiles.

	extendedKeyUsage (EKU)
	No
	id-kp-OCSPSigning (1.3.6.1.5.5.7.3.9)
	MUST be present for OCSP signing.

	authorityInfoAccess (AIA)
	No
	id-ad-caIssuers → https://repo.qsign.ro/certs/ca-a-2025.crt (issuer)
	Omit id-ad-ocsp here to avoid recursion; revocation check via CRL.

	cRLDistributionPoints (CDP)
	No
	https://crl.qsign.ro/ca-a-2025.crl
	Let clients check revocation of the OCSP cert without OCSP recursion.

	authorityKeyIdentifier (AKI)
	No
	KeyIdentifier of CA-A-2025
	Path building.

	subjectKeyIdentifier (SKI)
	No
	Present
	Key management.

	id-pkix-ocsp-nocheck
	No
	(Optional) present
	If used, clients do not check revocation of this cert; then keep cert short-lived and apply strict operational controls.

	subjectAltName (SAN)
	No
	Absent (ResponderID is byName via Subject DN)
	SAN not required for OCSP certs.

	nameConstraints / policyConstraints
	—
	Not present
	Not applicable.



	Field
	Value / Content

	Version
	X.509 v3

	Subject
	CN=QSIGN OCSP Responder (A) 2025, O=QSIGN SRL, C=RO

	Issuer
	CN=QSIGN Advanced 2025 CA, O=QSIGN SRL, C=RO (CA-A-2025)

	Validity
	Short-lived (e.g., 1–3 years) — define in CA profile/policy

	SPKI
	RSA 2048 (or per your crypto policy); e=65537

	Signature Algorithm
	sha256WithRSAEncryption (or per article 6)

	Purpose
	Signs OCSP responses only for certs issued by CA-A-2025




















Issuing CA OCSP Responder Certificate — ocsp-ca-q-2025 (qualified)

	Extension
	Critical
	Value / Content
	Notes

	basicConstraints
	No
	CA=false
	Must not be a CA.

	keyUsage
	Yes
	digitalSignature = TRUE; all others FALSE
	Required for OCSP signing.

	extendedKeyUsage (EKU)
	No
	id-kp-OCSPSigning (1.3.6.1.5.5.7.3.9)
	MUST be present.

	authorityInfoAccess (AIA)
	No
	id-ad-caIssuers → https://repo.qsign.ro/certs/ca-q-2025.crt (issuer)
	Omit id-ad-ocsp to avoid recursion.

	cRLDistributionPoints (CDP)
	No
	https://crl.qsign.ro/ca-q-2025.crl
	Lets clients CRL-check the OCSP cert.

	authorityKeyIdentifier (AKI)
	No
	KeyIdentifier of CA-Q-2025
	Path building.

	subjectKeyIdentifier (SKI)
	No
	Present
	Key management.

	id-pkix-ocsp-nocheck
	No
	(Optional) present
	If used, relying parties do not revocation-check this cert; pair with short validity and strong ops controls.

	certificatePolicies
	—
	Absent (or CPS URL as qualifier only)
	Policy OIDs not required for OCSP certs.

	subjectAltName (SAN)
	—
	Absent (ResponderID by Subject DN)
	SAN not required.

	nameConstraints / policyConstraints
	—
	Not present
	Not applicable.



	Field
	Value / Content

	Version
	X.509 v3

	Subject
	CN=QSIGN OCSP Responder (Q) 2025, O=QSIGN SRL, C=RO

	Issuer
	CN=QSIGN Qualified 2025 CA, O=QSIGN SRL, C=RO (CA-Q-2025)

	Validity
	Short-lived (e.g., 1–3 years). If ocsp-nocheck is used, keep validity ≤ 2 years and rotate proactively.

	SPKI
	RSA 2048 (or per your crypto policy); e = 65537

	Signature Algorithm
	sha256WithRSAEncryption 

	Purpose
	Signs OCSP responses only for certs issued by CA-Q-2025





8. [bookmark: _Toc209982595]Compliance Audit and Other Assessments

8.1 [bookmark: _Toc209982596]Frequency or Circumstances of Assessment

(a) External conformity assessment (CAB). Per eIDAS, QSIGN undergoes periodic assessments by an ISO/IEC 17065-accredited Conformity Assessment Body (CAB) against EN 319 401/411 (and, for TSA, EN 319 421/422 under the TSA Policy). Assessments occur at least at the periodicity required by law/supervision (and additionally on scope extensions or major changes).
(b) Internal audits. QSIGN performs at least annual internal audits covering all controls, plus event-driven reviews after significant incidents, key rollover, material policy changes, or platform upgrades.
(c) LRA/subcontractor reviews. LRAs and material subcontractors are assessed prior to onboarding and periodically thereafter.

8.2 [bookmark: _Toc209982597]Identity/Qualifications of Assessor

(a) CAB. An independent ISO/IEC 17065-accredited body operating under ETSI EN 319 403 audits qualified services within the stated scope.
(b) Internal auditors. Competent staff independent of day-to-day CA operations; may be complemented by third-party specialists (e.g., penetration testing).

8.3 [bookmark: _Toc209982598]Assessor’s Relationship to Assessed Entity

Assessors are independent of the activities audited and free of conflicts of interest (no consulting on the design of the very controls being assessed). Confidentiality and information-security obligations apply.

8.4 [bookmark: _Toc209982599]Topics Covered by Assessment

Audits/assessments cover, at minimum but not limited to:
governance, PMA, and policy/OID management;
RA/LRA identity proofing, authorization, and registration records;
key-management (generation, storage, activation, backup, destruction), HSM/QSCD/remote-QSCD controls;
issuance, acceptance, renewal/re-key, modification, revocation/suspension, and status services (CRL/OCSP);
repository publication and change control;
physical, personnel, procedural, and technical security controls (Sections 5–6);
logging, records archival, retention and evidence integrity;
incident management, business continuity/disaster recovery;
privacy/data-protection controls and subcontractor/LRA oversight;
certificate profiles (article 7), algorithm/parameter policy, and interoperability.
TSA-specific topics (TSU keys, time accuracy, TST profiles) are audited under the TSA Policy/Practice.

8.5 [bookmark: _Toc209982600]Actions Taken as a Result of Deficiencies

Findings are classified (e.g., major nonconformity, minor, observation). QSIGN produces a CAPA (Corrective/Preventive Action) plan with owners and deadlines; critical issues trigger immediate containment and may require temporary suspension of issuance or other mitigations. Closure is evidenced and verified; unresolved majors are escalated to management and, where required, to the supervisory body.

8.6 [bookmark: _Toc209982601]Communication of Results

(a) External. QSIGN provides the conformity-assessment report/attestation to the supervisory body and publishes a summary statement (scope, standard set, validity/issue date, CAB name/ID) in the Repository.
(b) Confidentiality. Full reports, working papers, and detailed evidence are confidential and shared only under legal obligation or NDA with regulators/CABs/qualified relying parties.
(c) Change notices. Where audit outcomes require policy or operational change, QSIGN publishes notices and updated documents.

9. [bookmark: _Toc209982602]Other Business and Legal Matters

9.1 [bookmark: _Toc209982603]Fees
QSIGN may charge fees for issuance and related services. Current prices, currencies, and taxes are published in the Repository and/or in the commercial offer/contract. Fee changes are notified per article 9.12.

9.1.1 Certificate issuance or renewal fees
Fees may apply to issuance (including identity vetting) and renewal. Prices depend on certificate/profile type (e.g., QCP-n, QCP-l, QSCD/remote-QSCD, advanced) and any bundled services (tokens, delivery, support).

9.1.2 Certificate access fees
Access to certificates published in the Repository is free of charge. Directory lookups, if offered, are free unless otherwise stated in the price list.

9.1.3 Revocation or status information access fees
Submitting revocation/suspension requests is free. Relying-party access to CRL and OCSP is free and publicly available (24×7), subject to fair-use/abuse-prevention controls.

9.1.4 Fees for other services
Optional services (e.g., QSCD devices/HSM slots, remote-QSCD subscription, token replacement, couriering, expedited RA appointments, custom reports, API premium tiers, validation/evidence packages, archival media) may incur fees as listed in the price schedule or contract.

9.1.5 Refund policy
Before issuance/activation: refundable, less any completed identity-proofing or logistical costs.
After issuance/activation: normally non-refundable; exceptions apply for provider error (e.g., mis-issuance attributable to QSIGN) where fees may be credited/refunded or the certificate re-issued at no charge.
Device/media fees are refundable only if returned unused and undamaged per return instructions.
Statutory consumer or contract rights (where applicable) remain unaffected.

9.2 [bookmark: _Toc209982604]Financial Responsibility
QSIGN maintains sufficient financial resources to meet its obligations under this CP/CPS and applicable law. Financial safeguards include insurance, capital/reserves, and (where contractually required) guarantees. Nothing in this section expands liability beyond the limits stated in 9.8 or creates third-party beneficiary rights.

9.2.1 Insurance coverage
QSIGN maintains insurance appropriate to trust services operations, which may include: Professional Indemnity/Technology E&O, Cyber/Privacy liability, and Crime/Fidelity. Policies are placed with reputable insurers, cover the EEA (or broader, as applicable), and respond to claims arising from the provision of the trust services. Evidence of coverage (e.g., certificates of insurance, limits, retro dates) can be provided to auditors/clients under confidentiality upon request. Insurance does not cover losses outside policy terms/exclusions (e.g., force majeure) and does not increase QSIGN’s liability beyond article 9.8.

9.2.2 Other assets
QSIGN maintains capital/reserves and liquidity sufficient for ongoing operations, incident response, and orderly wind-down if required (see 5.8). Where a contract requires, QSIGN may provide bank guarantees, performance bonds, or escrow arrangements to secure specific obligations. Audited financial statements or attestations may be provided under NDA when reasonably necessary for due diligence or conformity assessment.

9.2.3 Insurance or warranty coverage for end-entities
QSIGN does not offer a separate “warranty program” to Subscribers or Relying Parties. Reliance is governed by the service policy, this CP/CPS, and the Terms & Conditions, including the limitations and caps in article 9.8 and the disclaimers in article 9.7. Enterprise customers may contract for enhanced SLAs or indemnities (commercial terms), which do not alter statutory effects of qualified/advanced signatures or seals under eIDAS and do not constitute a guarantee of the content of any signed/ sealed data.


9.3 [bookmark: _Toc209982605]Confidentiality of Business Information
QSIGN protects non-public information obtained or created in operating the trust services. Confidential information is used only for providing, securing, auditing, or improving the services, and is disclosed on a strict need-to-know basis under appropriate safeguards.

9.3.1 Scope of confidential information
Confidential information includes: non-public application data and RA vetting records; contracts, price quotes and non-public commercial terms; security architecture/runbooks, HSM procedures and access credentials/activation data; non-public keys and key-management artifacts; internal audit logs, monitoring data and incident reports; support tickets and communications; and any information marked or reasonably understood as confidential.

9.3.2 Information not within the scope of confidential information
Not confidential: items published by design in the Repository or trusted lists (e.g., CP/CPS/TSPS/TSA policy, PDS/T&Cs, certificates, CRLs, OCSP responses, policy OIDs, disclosure notices); information the Subscriber has expressly authorized for publication (e.g., directory listings); data already public or independently obtained without breach; and aggregated or de-identified statistics that cannot reasonably identify a party.

9.3.3 Responsibility to protect confidential information
QSIGN applies least-privilege access, NDAs with staff/contractors, encryption in transit/at rest, secure transfer, and retention/deletion per article 5.5. Disclosures to subprocessors, auditors, conformity assessors, or the Supervisory Authority occur under confidentiality obligations and data-minimization. If legally compelled to disclose, QSIGN (where lawful) provides prompt notice to the affected party, discloses only what is required, and preserves applicable legal privileges. Confidentiality obligations survive termination of the service or relationship.

9.4 [bookmark: _Toc209982606]Privacy of Personal Information
QSIGN processes personal data in providing trust services in accordance with GDPR, eIDAS, and applicable national law. QSIGN is generally the data controller for subscriber registration/issuance; designated RAs/LRAs act under QSIGN’s instructions. Sub-processors are bound by DPAs and confidentiality. Nothing in this section limits QSIGN’s disclosure duties under law or supervisory instructions.

9.4.1 Privacy plan
QSIGN maintains a privacy program covering governance, DPIAs where required (e.g., remote identity proofing), data mapping, access controls, incident response, and data-subject rights handling. Lawful bases include: contract performance (issuance/management), legal obligation (eIDAS/national rules), legitimate interests (security, fraud prevention), and consent for optional features (e.g., directory publication, marketing). Records are retained per article 5.5.

9.4.2 Information treated as private
Personal data collected for enrollment/issuance and service operation, such as identity evidence (documents, mandates, organizationIdentifier linkage), contact details, RA decisions, support tickets, audit and access logs linked to natural persons, QSCD assignment data, and any recordings made for remote vetting where applicable.

9.4.3 Information not deemed private
Data intentionally published for reliance or by law: certificates (including subject fields for natural/legal persons), CRLs/OCSP responses, policy OIDs, public repository materials (CP/CPS, TSPS, TSA Policy, PDS/T&Cs), and trusted-list metadata (TSL/EUTL). Aggregated or de-identified statistics that cannot reasonably identify a person are also not treated as private.

9.4.4 Responsibility to protect private information
QSIGN applies data-minimization, purpose limitation, RBAC/least-privilege, encryption at rest/in transit, secure time-stamped logging, and segregation of duties. Access is granted on need-to-know; transfers are protected and logged. Staff/contractors are vetted and trained (see articles 5.2–5.3). Privacy incidents are handled under the incident process (see article 5.7).





9.4.5 Notice and consent to use private information
QSIGN provides a privacy notice at or before data collection describing categories, purposes, legal bases, recipients, retention, and rights. Consent (when used) is freely given, specific, informed, and revocable (e.g., directory listing). Processing necessary for issuance, compliance, or security does not rely on consent.

9.4.6 Disclosure pursuant to judicial or administrative process
On valid, binding requests from courts/authorities, QSIGN discloses the minimum necessary data after verifying scope and legal basis, documents the disclosure, and (where lawful) notifies affected parties. Legal privilege and trade secrets are preserved where applicable.

9.4.7 Other information disclosure circumstances
Disclosures may occur to: (a) Supervisory Authorities and Conformity Assessment Bodies for oversight; (b) RAs/LRAs and approved sub-processors to perform delegated tasks; (c) auditors/insurers under confidentiality; (d) incident notification recipients required by eIDAS Art. 19. Cross-border transfers occur within the EEA or under valid transfer mechanisms (e.g., SCCs) with equivalent protections. Data-subject rights (access, rectification, erasure, restriction, objection, portability) are honored per GDPR timelines.

9.5 [bookmark: _Toc209982607]Intellectual Property Rights
All QSIGN materials—including this CP/CPS (and annexes), TSPS/TSA Policy, policies/profiles/OIDs, repositories, website content, documentation, logos, graphics, trust marks, and software configurations—are protected by copyright, database, and trademark laws. Except as expressly permitted below, no rights are granted by implication, estoppel, or otherwise.

· Certificates, CRLs, OCSP, and repository artifacts. Subscribers and Relying Parties receive a limited, non-exclusive, non-transferable license to copy, store, distribute, and display issued certificates, CRLs, OCSP responses, and related repository items solely for validation, archival, audit, and evidentiary purposes. Modification of such artifacts (including certificate fields, signatures, or timestamps) is prohibited.
· Policy OIDs and identifiers. QSIGN’s private OID arc and policy OIDs are QSIGN IP. They may be referenced to indicate policy conformance but must not be repurposed to describe third-party policies or altered in meaning.
· Documents and text. You may reproduce unmodified copies of this CP/CPS and other QSIGN policy documents for interoperability, audit, and contractual purposes, provided copyright notices remain intact and attribution to QSIGN is preserved. Any derivative works require prior written permission.
· Trademarks and trust marks. QSIGN names, logos, and trust marks are trademarks of QSIGN. Use requires written authorization and compliance with QSIGN brand/use guidelines; no rights are granted herein.
· Third-party IP / standards. References to ETSI/eIDAS, IETF RFCs, or other third-party specifications do not grant any rights in those standards or any associated patents. QSIGN respects third-party licenses (including open-source components); such licenses do not grant rights in QSIGN IP.
· Software and systems. No rights are granted to QSIGN software, source code, HSM configurations, or operational runbooks beyond what is necessary to consume the trust services. Reverse engineering, decompilation, or extraction of keys/materials is forbidden except where mandated by law and then only to the minimum extent required.
· Reservation of rights. All rights not expressly granted are reserved by QSIGN. This article does not limit lawful uses permitted by mandatory law.

9.6 [bookmark: _Toc209982608]Representations and Warranties
Unless stated otherwise in a service contract, and subject to articles 9.7 (Disclaimers) and 9.8 (Liability limits), the following apply to QSIGN’s trust services.

9.6.1 CA representations and warranties
QSIGN represents that it: (a) operates the CA in accordance with this CP/CPS, applicable ETSI/eIDAS requirements, and published service policies; (b) uses protected keys and approved cryptographic modules and procedures; (c) issues certificates only after required identification/authorization; (d) publishes accurate revocation/status information and repository materials; and (e) employs competent, vetted personnel and controls. QSIGN does not warrant the truth/accuracy of data signed by Subscribers, the legal sufficiency of any transaction, or the indefinite strength of cryptographic algorithms.


9.6.2 RA representations and warranties
For RA/LRA activities performed by QSIGN or delegated parties, the RA represents that it follows the RA agreement and this CP/CPS, performs identity/authority verification with required assurance, keeps records, protects evidence, and acts only within mandate. Enterprise/delegated RAs warrant that information and authorizations they submit are accurate and complete; they do not make independent warranties on behalf of QSIGN.

9.6.3 Subscriber representations and warranties
Subscribers represent and warrant that: (a) all enrollment and lifecycle information provided is true, accurate, and up-to-date; (b) they will use the certificate only for permitted purposes consistent with the policy OID, KeyUsage/EKU, and applicable law; (c) the private key (and activation data/QSCD) remains under their sole control and is protected against unauthorized use; (d) they will immediately request revocation upon suspected compromise, loss of mandate, device loss, or data inaccuracy; and (e) legal-person Subscribers ensure that signers/administrators are duly authorized.

9.6.4 Relying party representations and warranties
Relying Parties represent that, before reliance, they will: (a) build a valid certification path to a trusted QSIGN anchor; (b) verify certificate status (CRL/OCSP), validity period, policy OID, and KeyUsage/EKU suitability; (c) observe usage limitations and liability caps in the applicable service policy/T&Cs; (d) assess whether the certificate type (e.g., QCP-n, QCP-l, advanced) is appropriate for the transaction risk; and (e) retain sufficient validation evidence. Reliance outside these steps is at the Relying Party’s risk.

9.6.5 Representations and warranties of other participants
Subcontractors (e.g., hosting, HSM, audit, LRA services) represent to QSIGN that they meet contractual, confidentiality, security, and compliance obligations; they provide no additional warranty to Subscribers or Relying Parties unless expressly stated in a contract. Conformity assessors and supervisory bodies do not provide warranties to end users. Resellers/partners must not offer warranties that conflict with this CP/CPS or QSIGN’s T&Cs.

9.7 [bookmark: _Toc209982609]Disclaimers of Warranties
Except for the express representations and warranties in article 9.6, and to the maximum extent permitted by applicable law, the trust services, certificates, repository materials (including CRLs/OCSP responses), and documentation are provided “as is” and “as available.” QSIGN disclaims all implied warranties, including merchantability, fitness for a particular purpose, non-infringement, and any warranties arising from course of dealing or usage.

Subscriber data & content. QSIGN uses required diligence in vetting, but does not warrant the truth, accuracy, or legality of Subscriber-provided information or of any signed/sealed content or transaction outcome.

Reliance & suitability. QSIGN does not warrant that any certificate is suitable for a specific transaction/risk; Relying Parties must perform validation and risk assessment per articles 4.5.2 and 7.

Service continuity. QSIGN does not warrant uninterrupted or error-free operation; availability targets and maintenance windows are stated elsewhere (see article 4.10).

Cryptography. QSIGN does not warrant the future strength of algorithms/keys; if weaknesses emerge, remedies are those in articles 4.9, 5.6, and 5.7 (revocation, rollover, incident response).

Third-party systems/devices. QSIGN does not warrant third-party software, hardware, QSCDs, networks, registries, or validation tools (including their security, accuracy, or compatibility), even when referenced in this CP/CPS.

External sources. QSIGN does not warrant the timeliness/availability of external repositories or trusted lists not operated by QSIGN; reliance should be based on the certificate chain and status per CRL/OCSP.

Scope of identity/authority. QSIGN’s assurance is limited to the scope and level defined for the certificate profile and the evidence obtained at issuance/lifecycle; no broader identity, mandate, or legal effect is warranted beyond applicable law and this CP/CPS.

TSA (if applicable). For time-stamping, only the stated accuracy and policy are covered; no warranty is given as to the legal sufficiency of any time-stamped content or downstream validation environment.

Nothing in this article limits (i) rights that cannot be disclaimed under mandatory law, (ii) QSIGN’s obligations as a (Q)TSP under eIDAS/ETSI, or (iii) liability that cannot be excluded (e.g., death/personal injury, willful misconduct, gross negligence where so defined). See also articles 9.1.5 (Refunds) and 9.8 (Limitations of liability).

9.8 [bookmark: _Toc209982610]Limitations of Liability
To the maximum extent permitted by applicable law (including eIDAS), QSIGN’s liability arising from or in connection with the trust services, certificates, repository materials (CRLs/OCSP), and documentation is limited as follows:

Caps. Liability is capped to the lower of: (i) the reliance limit stated for the service/profile (see service policy/T&Cs), or (ii) 20 EUR per event/transaction; and in any case not exceeding 50 EUR per Subscriber / Relying Party 12 month period. Advanced and Non-qualified are not covered and the limit is 0 EUR in all cases; where none is published, reliance is limited to reasonable direct loss proven.

Exclusions. QSIGN is not liable for: (a) indirect, special, incidental, consequential, punitive damages; (b) loss of profits, revenue, goodwill, or data; (c) reliance beyond the permitted use or reliance limits of the certificate; (d) use after expiry, revocation, or during suspension; (e) failures of third-party systems/devices (including QSCDs not operated by QSIGN, networks, or validation tools); (f) Subscriber-provided content/data or inaccuracies in Subscriber information not caused by QSIGN’s breach.

Relying Party duty. No liability attaches where a Relying Party failed to perform validations required in articles 4.5.2, 4.9, 4.10, 7.2, and 7.3.

Multiple claims. All claims arising from the same event or series of related events count as one claim for cap purposes.

Time bar. Claims must be brought within, 1 months of the claimant becoming aware (or when it reasonably should have become aware) of the facts giving rise to the claim.

No expansion. Nothing here increases obligations beyond those expressly assumed in this CP/CPS, the applicable service policy, or mandatory law; no third-party beneficiary rights are created.

Carve-outs. These limits do not apply to liability that cannot be excluded or limited under mandatory law (e.g., willful misconduct, gross negligence where so defined, death/personal injury), and do not diminish any non-waivable obligations under eIDAS for qualified trust services. Where national law prohibits caps for specific harms, those caps do not apply to that extent.

Priority. If a commercial agreement with a Subscriber sets different, stricter caps or remedies for that Subscriber, the contract controls for that relationship; otherwise, this article governs.

9.9 [bookmark: _Toc209982611]Indemnities
Indemnities are subject to article 9.8 (Liability limits) and do not create third-party beneficiary rights.

9.9.1 QSIGN indemnity
QSIGN will defend, indemnify, and hold harmless the Subscriber (and, if applicable, its authorized Relying Parties) against third-party claims to the extent arising from:
(a) QSIGN’s material breach of this CP/CPS or applicable law in performing the trust services; or
(b) alleged infringement of intellectual property rights by QSIGN-owned policy documents or repository materials provided by QSIGN for the service (excluding open standards/specifications, third-party components, or combinations not supplied by QSIGN).
Exclusions: claims caused by (i) use outside permitted purposes or beyond reliance limits; (ii) modification or combination by Subscriber/Relying Party; (iii) reliance after revocation/expiry; (iv) Subscriber content/data or inaccuracies supplied by Subscriber/RA.

9.9.2 Subscriber indemnity
The Subscriber shall defend, indemnify, and hold harmless QSIGN and its personnel from claims, losses, and costs arising out of:
(a) false, incomplete, or unlawful information provided for enrollment or lifecycle;
(b) unauthorized or illegal use of the certificate, or use outside the policy OID / KeyUsage/EKU;
(c) failure to protect the private key/activation data or to request revocation upon suspected compromise, mandate change, or data inaccuracy;
(d) the content of any signed/sealed data (including IP/privacy violations);
(e) Subscriber’s breach of this CP/CPS or applicable service terms.

9.9.3 Relying Party indemnity
A Relying Party shall defend and indemnify QSIGN for claims resulting from reliance without performing the validations required by articles 4.5.2, 4.9, 4.10, 7.2, and 7.3, or reliance outside the stated purposes/reliance limits of the certificate.

9.9.4 Procedure
The indemnified party must provide prompt written notice of the claim, reasonable cooperation, and allow the indemnifying party sole control of the defense/settlement (no admission or settlement that imposes non-monetary obligations without prior written consent). Failure to give prompt notice relieves obligations only to the extent of actual prejudice.

9.9.5 IP infringement remedies (QSIGN materials)
For a claim under 9.9.1(b), QSIGN may, at its option and expense: (i) procure rights for continued use; (ii) modify or replace the material to be non-infringing without materially reducing functionality; or (iii) if not feasible, discontinue the affected material and issue a pro-rated refund/credit of prepaid fees (if any) for the remaining term of the impacted service component.

9.9.6 Public-sector limitation
Where a Subscriber or Relying Party is a public body that cannot provide contractual indemnities, this article applies only to the extent permitted by law and otherwise converts to the maximum statutory responsibility allowed.

9.10 [bookmark: _Toc209982612]Term and Termination
This article governs the duration of the Subscriber relationship and how it ends. For Relying Parties, there is no standing “term”; reliance is per-transaction and subject to this CP/CPS.

9.10.1 Term
The Subscriber relationship begins on certificate acceptance (see article 4.4.1) or, for managed/remote-QSCD services, on service activation. It continues through the certificate validity period (unless earlier revoked) and any renewals (article 4.6). This CP/CPS (as amended per article 9.12) applies to the certificate for its entire lifecycle and to related evidence/records retained after expiry (article 5.5). Commercial subscription terms (if any) run as stated in the contract.

9.10.2 Termination
Termination may occur by: (a) Subscriber request; (b) revocation triggers in article 4.9 (e.g., compromise, inaccuracy, mandate end, breach, court/authority order); (c) non-payment or material breach of service terms; (d) cessation of operation or withdrawal of authorization; (e) persistent non-compliance with identity/usage obligations; (f) RA/LRA termination affecting eligibility. Termination of the Subscriber relationship results in certificate revocation (reason per RFC 5280). CA/RA service termination follows article 5.8. Termination does not retroactively invalidate signatures/seals that were valid at the time of creation under applicable law.

9.10.3 Effect of termination and survival
Upon termination the Subscriber must cease use of the certificate/key, return/disable QSCDs or tokens issued by QSIGN (if applicable), and destroy/deactivate any activation data in its possession. QSIGN will publish status (CRL/OCSP) and repository notices as required. No refunds apply except as provided in article 9.1.5; outstanding fees remain due. The following provisions survive: confidentiality (9.3), privacy (9.4), IP (9.5), warranties/disclaimers (9.6–9.7), liability limits (9.8), indemnities (9.9), governing law/disputes (9.13–9.14), records archival (5.5), and any other clauses that by nature should survive. Relying Parties must not rely on a terminated/revoked certificate after the revocation time or expiry (articles 4.9–4.10).

9.11 [bookmark: _Toc209982613]Individual Notices and Communications with Participants
QSIGN communicates with Subscribers, Relying Parties, and RAs/LRAs through the channels below. Participants must keep their contact details accurate and up to date; failure to do so does not excuse missed notices.

Official channels. (a) Portal/API messages and in-product banners; (b) email to the registered administrative/technical contacts; (c) Repository postings for service-wide notices; (d) registered mail/courier for legal or contractual notices; and, where urgent (e.g., suspected compromise), (e) phone/SMS if available.

Addresses & contacts. Current contact points (postal address, email aliases such as info@qsign.ro, and phone numbers) are published in the Repository and in article 1.5.2.

Deemed receipt. Notices are deemed received: (i) portal/API—upon posting; (ii) email—when sent without bounce; (iii) repository—upon publication; (iv) registered mail/courier—on delivery confirmation or 5 business days after dispatch, whichever occurs first. Urgent security notices take effect immediately upon first successful contact.

Language. QSIGN provides notices in English (controlling for this CP/CPS) and, for Romanian subscribers/partners, also in Romanian where required by law or contract.

Records. QSIGN retains evidence of notices (timestamps, message IDs, delivery confirmations) per article 5.5.

Scope limits. Communications with Supervisory Authorities and conformity assessors follow incident and compliance procedures (see articles 5.7 and 8). Amendment notices and comment periods are handled under article 9.12.

9.12 [bookmark: _Toc209982614]Amendments
This CP/CPS is version-controlled and published in the Repository. QSIGN uses semantic versioning: MAJOR.MINOR.PATCH (e.g., 2.1.3). English is the controlling language; translations are for convenience.

9.12.1 Procedure for amendment
Amendments follow a documented change process: (a) proposal and impact/risk assessment by Policy/Compliance; (b) technical and legal review (including ETSI/eIDAS mapping); (c) approval by the designated CPS Approver/Policy Authority; (d) version bump, effective date, and change log update; (e) publication in the Repository and update of dependent materials (e.g., chain files, profile tables, references in article 7). All records are archived (see article 5.5). Where required, QSIGN consults/briefs the Supervisory Authority or conformity assessor.

9.12.2 Notification mechanism and period
· Material changes (alter duties/rights, assurance scope, reliance limits, or validation rules): ≥ 30 calendar days prior notice via Repository posting and portal/email to Subscribers/RAs/partners, with a contact for comments.
· Editorial/clarificatory or PATCH updates (no change to rights/obligations or policy semantics): effective on publication; listed in the change log.
· Urgent security/legal changes (e.g., algorithm deprecation, regulatory instruction): effective immediately; notice posted as soon as practicable (target ≤ 24 h).
· Contractual notice obligations (if stricter) prevail for those customers. Historic versions remain available.

9.12.3 Circumstances under which OID must be changed
QSIGN issues a new policy OID (and retires the old one for new issuance) when a change alters the meaning/assurance of the policy, including:

· change between qualified/advanced/non-qualified status, or addition/removal of QSCD requirement;
· material change to identity proofing/authorization strength or subject naming rules affecting reliance;
· change to intended uses/KeyUsage/EKU scope or reliance limits;
· split/merge of policies or change of the private OID arc ownership;
· any change that would cause a relying party to draw different trust conclusions from the same OID.

A new OID is not required for purely editorial updates, URL/CPS-pointer changes, or non-semantic refinements (e.g., clarifications, formatting). When a new OID is introduced, it is used only for new certificates; existing certificates keep the original OID and remain governed by the policy version in force at their issuance (as amended per article 9.12.2).

9.13 [bookmark: _Toc209982615]Dispute Resolution Procedures
Before initiating formal proceedings, the parties shall use good-faith efforts to resolve any dispute arising out of or in connection with this CP/CPS, the service policy, issuance, or reliance.

Informal escalation. The complaining party sends a written notice describing the dispute and desired remedy. Authorized representatives confer (virtually or in person) and attempt resolution within 30 calendar days of receipt. Evidence may include archives per article 5.5.

Mediation (optional). If unresolved, either party may propose mediation with a mutually agreed neutral. Mediation is confidential and without prejudice; costs are shared unless agreed otherwise.

Formal proceedings. Failing the above, the dispute proceeds under article 9.14 (Governing law and jurisdiction) or as otherwise agreed in a commercial contract (e.g., arbitration clause). Either party may seek urgent injunctive relief (including orders to protect keys, HSMs, systems, or IP) without first mediating.

Regulatory/oversight channels. Nothing in this article limits a party’s right to file complaints with the Supervisory Authority or to cooperate with conformity assessors/authorities; such oversight is outside these contractual procedures.

Confidentiality. All negotiations, mediation materials, and settlement terms are confidential, except to the extent disclosure is required by law, by a competent authority, or for enforcement.

Language and timelines. Proceedings are conducted in English unless otherwise required by law or agreed in contract; statutory consumer rights are unaffected. Any time limits for claims remain as set in article 9.8 (Time bar).

9.14 [bookmark: _Toc209982616]Governing law
This CP/CPS, the service policy, and any dispute arising out of issuance or reliance are governed by the laws of Romania, together with applicable EU law (including eIDAS) to the extent directly applicable.

· Jurisdiction/venue. The competent courts of Bucharest, Romania have exclusive jurisdiction and venue, unless mandatory law (e.g., consumer or public-procurement rules) provides otherwise. For disputes involving Romanian public authorities, jurisdiction lies with the competent administrative courts.
· Language of proceedings. All dispute-resolution steps under article 9.13 (including any mediation/arbitration) and any court or administrative proceedings shall be conducted in Romanian. Translations may be provided for convenience, but Romanian prevails for the proceeding.
· No waiver of mandatory rights. Nothing herein limits non-waivable rights or remedies under applicable law.
· Arbitration (if agreed in contract). If the parties agree to arbitration in a separate agreement, the seat shall be Bucharest, Romania and the language shall be Romanian, unless the contract states otherwise.

9.15 [bookmark: _Toc209982617]Compliance with Applicable Law
QSIGN conducts the trust services in compliance with applicable EU and Romanian law and recognized standards. This includes, without limitation: eIDAS (and implementing acts/guidance), relevant ETSI standards (e.g., EN 319 401/411-1/-2/421/422 and TS 119 312), GDPR and national data-protection rules, consumer and contracting law (where applicable), and any supervisory decisions/instructions issued by the competent Romanian authority for trust services. QSIGN cooperates with authorities and conformity assessors, performs incident notifications as required (e.g., under eIDAS), and maintains records to demonstrate compliance. If this CP/CPS conflicts with mandatory law, the law prevails; QSIGN will update the CP/CPS under article 9.12 to reflect legal changes.

9.16 [bookmark: _Toc209982618]Miscellaneous Provisions
The following provisions apply to this CP/CPS and to services provided under it, unless overridden by mandatory law or an executed commercial agreement.

9.16.1 Entire agreement
This CP/CPS (together with the applicable service policy, PDS/T&Cs, and any executed commercial agreement) constitutes the entire agreement regarding issuance and reliance, and supersedes prior or contemporaneous statements on the same subject. In case of conflict, an executed commercial agreement prevails for that Subscriber; otherwise, the order of precedence is: service policy/T&Cs → this CP/CPS → Repository notices.

9.16.2 Assignment
Neither party may assign or transfer rights or obligations under this CP/CPS without the other party’s prior written consent, except QSIGN may assign to an affiliate or lawful successor (e.g., merger, sale of business) that assumes all obligations. Any prohibited assignment is void. This does not restrict statutory transfers required by law or supervisory instruction.

9.16.3 Severability
If any provision is held invalid or unenforceable, it will be enforced to the maximum extent permitted, and the remaining provisions will remain in full force. The parties will negotiate in good faith a lawful substitute that most closely reflects the original intent.

9.16.4 Enforcement (attorneys’ fees and waiver of rights)
Each party may seek injunctive or equitable relief to protect security, confidential information, intellectual property, or keys/HSMs. Failure or delay to enforce any right is not a waiver. In formal proceedings, the prevailing party is entitled to reasonable legal fees and costs to the extent permitted by law and the forum’s rules.

9.16.5 Force Majeure
Neither party is liable for delay or failure to perform due to events beyond reasonable control (including acts of God, war, terrorism, civil unrest, labor disputes, widespread outages, natural disasters, epidemics, government actions, or vendor/cloud datacenter failures), provided it uses commercially reasonable efforts to mitigate and resume performance. Core status services (CRL/OCSP) remain priority; notices will be posted per article 9.11 and service restoration handled under articles 5.7 and 4.10.

9.17 [bookmark: _Toc209982619]Other Provisions
(a) Independent contractors. The parties act as independent contractors; nothing creates a partnership, joint venture, agency, or fiduciary relationship.
(b) No third-party beneficiaries. Except where expressly stated (e.g., article 9.9 indemnified parties), no person other than the parties has rights under this CP/CPS.
(c) Publicity/use of names. Use of a party’s name, logo, or trust marks for marketing/press requires prior written consent (see article 9.5).
(d) Export control & sanctions. Each party complies with export, re-export, and sanctions laws applicable to the services and will not provide or permit access contrary to such laws.
(e) Anti-bribery. The parties comply with applicable anti-bribery/anti-corruption laws; no unlawful payments, kickbacks, or improper advantages may be offered or accepted.
(f) Change in law. If a legal or regulatory change (including eIDAS/ETSI updates or supervisory instructions) materially affects this CP/CPS, QSIGN may implement required changes per article 9.12; where necessary, obligations conflicting with mandatory law are conformed to law.
(g) Headings & interpretation. Headings are for convenience only and do not affect interpretation. “Including” means “including without limitation.”
(h) Order of languages. This CP/CPS may be provided in multiple languages; in case of inconsistency, the controlling language specified in article 9.12 governs the document, and the language of proceedings is as specified in article 9.14.
(i) Counterparts & electronic form. This CP/CPS and related notices may be executed/accepted and retained in electronic form; counterparts and trusted electronic records have the same effect as originals.
(j) Further assurances. Each party shall execute documents and take reasonable steps necessary to give effect to this CP/CPS, including cooperation in audits, incident handling, and lawful requests from competent authorities.

10. [bookmark: _Toc209982620]References

10.1 [bookmark: _Toc209982621]Normative references

The following documents are incorporated by reference and are mandatory where applicable. Unless a specific edition is stated, the latest valid edition (including amendments/corrigenda) applies.

Regulation (EU) No 910/2014 (eIDAS) on electronic identification and trust services.

ETSI EN 319 401 — General Policy Requirements for Trust Service Providers.

ETSI EN 319 411-1 — Requirements for trust service providers issuing certificates (part 1: general requirements, incl. non-qualified policies such as NCP/NCP+).

ETSI EN 319 411-2 — Requirements for trust service providers issuing qualified certificates (QCP-n, QCP-l, and QSCD variants).

ETSI EN 319 412 (series) — Certificate profiles (naming, semantics, QCStatements, Subject attributes incl. organizationIdentifier).

ETSI EN 319 421 — Policy and security requirements for trust service providers issuing time-stamps.

ETSI EN 319 422 — Time-stamping protocol and format profiles.

ETSI EN 319 403-1 — Conformity assessment requirements for bodies auditing trust service providers.

IETF RFC 3647 — Internet X.509 Public Key Infrastructure Certificate Policy & Certification Practices Framework.

IETF RFC 5280 — Internet X.509 Public Key Infrastructure Certificate and CRL Profile.

IETF RFC 6960 — Online Certificate Status Protocol (OCSP).

IETF RFC 2986 — PKCS #10: Certification Request Syntax (CSR).

GDPR (EU) 2016/679 — General Data Protection Regulation (for processing of personal data).

Law no. 214/2024 on the use of the electronic signature, electronic time stamp and provision of trust services (enters into force 8 Oct 2024; repeals Law 455/2001, Law 451/2004 and GEO 38/2020). 

Order MCSI no. 449/2017 (as completed by Order MCSI no. 514/2017) — procedure for granting, suspending and withdrawing the qualified TSP status (supervisory process run by ADR). 

ADR President’s Decision no. 564/2021 — Norms for remote video identification (approval/acceptance/recognition of remote ID procedures). 

Law no. 135/2007 on electronic archiving (general framework), and Order MCSI no. 493/2009 (technical & methodological norms). (Relevant to evidence retention if QSIGN operates/uses an accredited electronic archive.) 

ADR Order no. 20.717/09.05.2024 — technical norms for accrediting electronic archive administrators and approving electronic archiving systems. 

Law no. 190/2018 — national measures for the application of the GDPR (with Law no. 102/2005 on the establishment/operation of the data-protection authority, ANSPDCP). 

Cybersecurity (NIS2) framework — GEO 155/2024 transposing Directive (EU) 2022/2555 (approved with amendments by Law 124/2025). Applies if QSIGN falls within “essential/important entities”; reference for incident/cyber controls alongside eIDAS Art. 19. 

10.2 [bookmark: _Toc209982622]Informative references

The following provide guidance or context and may be consulted to interpret or implement this CP/CPS.

CEN EN 419 241 (series) — Protection profiles/security requirements for QSCD and remote QSCD solutions.

CEN EN 419 221 (series) — Device and security requirements relevant to qualified signature/seal creation devices.

IETF RFC 6818 — Updates to RFC 5280.

IETF RFC 4210 / RFC 4211 — CMP/CRMF (if used for enrollment).

NIST SP 800-57 (series) — Recommendation for key management (algorithm/key-size lifetimes).

ISO/IEC 19790 and FIPS 140-2/140-3 — Security requirements for cryptographic modules (for HSMs).

ETSI TR/TS documents related to long-term validation (e.g., AdES/LTV practices) as referenced in operational procedures.

National/EU Trusted Lists (TSL/EUTL) — Supervisory listings for qualified status.

QSIGN internal documents — Trust Service Practice Statement (TSPS), TSA Policy/Practice/Disclosure, termination/continuity plan, incident handling procedure, and operational runbooks (published in the Repository as applicable).
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